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Abstract—The rapid advances in the Internet of Things (IoT)
have promoted a revolution in communication technology and
offered various customer services. Artificial intelligence (AI)
techniques have been exploited to facilitate IoT operations and
maximize their potential in modern application scenarios. In
particular, the convergence of IoT and AI has led to a new
networking paradigm called Intelligent IoT (IIoT), which has
the potential to significantly transform businesses and industrial
domains. This paper presents a comprehensive survey of IIoT
by investigating its significant applications in mobile networks,
as well as its associated security and privacy issues. Specifically,
we explore and discuss the roles of IIoT in a wide range
of key application domains, from smart healthcare and smart
cities to smart transportation and smart industries. Through
such extensive discussions, we investigate important security
issues in IIoT networks, where network attacks, confidentiality,
integrity, and intrusion are analyzed, along with a discussion
of potential countermeasures. Privacy issues in IIoT networks
were also surveyed and discussed, including data, location, and
model privacy leakage. Finally, we outline several key challenges
and highlight potential research directions in this important
area.
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I. INTRODUCTION

THE INTERNET of Things (IoT) has evolved in recent
years as a paradigm driving the development of modern

companies and smart cities [1]. IoT enables connections
between distributed devices, such as mobile phones, tablets,
and computers, which sense and transfer data from exter-
nal environments to serve end users. The concept of IoT
relies mostly on communication between devices for local
services, for example, collaborative data collection, and
interconnections between devices and the server, for example,
cloud servers, edge servers, or data centers, for high-level
services, such as data management and network monitoring.

Modern IoT applications require new service standards
and high quality of service, where machine learning (ML)
and artificial intelligence (AI) techniques have been inte-
grated across the complete data lifecycle, beginning at the
point of data generation or collection by IoT devices, all
the way to its utilization by end-users. The integration of
intelligent solutions with ML/AI in IoT networks forms
a new networking paradigm called Intelligent IoT (IIoT),1

which has transformed IoT applications such as intelligent
healthcare, intelligent transportation, and smart industries [2].
Specifically, IIoT opens up a multitude of opportunities for
device advancement, such as equipping local IoT devices with
on-device intelligence powered by integrated AI models, and
service provision, which includes intelligent data transmission
and AI-assisted data management [3]. Leveraging AI in IoT
networks paves the way for economical network operations
and increases user experience. This empowers consumers
in the IoT to harness the benefits of smart functions such
as traffic prediction in intelligent vehicular IoT networks
and automated disease detection in healthcare-focused IoT
systems [4]. Moreover, AI integration into IoT applications
presents a broad spectrum of commercial benefits. These
include enhanced operational efficiency through intelligent
automation and pattern recognition, improved precision cost
by eliminating human errors, predictive maintenance to save

1The acronym “IIoT” can refer to both “Industrial Internet of Things”
and “Intelligent Internet of Things”. In the context of this paper, “Industrial
IoT” refers to the application of IoT technologies in industrial settings for
purposes such as improving productivity and efficiency, while “IIoT” refers to
Intelligent IoT that signifies the incorporation of AI and ML methodologies
to make devices and IoT systems smarter and more autonomous
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costs and avoid business disruptions, enhanced customer ser-
vice for increased satisfaction, and increased scalability to
handle extensive IoT ecosystems [5]. Commercial applications
of AI in IoT are now prevalent across various sectors. For
example, manufacturing robots equipped with AI and sensors
improve processes and efficiency. Autonomous vehicles use AI
to predict behaviors and optimize driving conditions. In retail,
AI-driven analytics and smart devices like intelligent shopping
carts and security cameras improve customer service and
operational efficiency. In healthcare, wearable devices use AI
to monitor and provide insights into health metrics, promoting
proactive healthcare. Finally, smart agriculture sensors apply
AI to optimize resource use and crop yields, demonstrating
the transformative potential of AI in IoT across diverse
industries.

A. State-of-the-Art and Our Contributions

Recent concerns about the security and privacy of the IoT
have inspired numerous reviews and analyses. For example, in
their work referenced as [6], the authors presented a compre-
hensive overview of the IoT, including aspects such as system
architecture, enabling technologies, and challenges related to
security and privacy. This study also delved into the integration
of fog and edge computing and its real-world applications.
In addition to this, there has been a marked interest in the
potential of ML and Deep Learning (DL)-based models within
the IoT domain. These models are particularly notable for their
unique ability to tackle complex problems, and various surveys
have emerged that explore ML/DL-based models for IoT
systems from different perspectives. For instance, the authors
in [7] and [8] examined the challenges involved in utilizing
ML/DL models for enhancing IoT security. Furthermore, the
work in [9] provided information on the use of these models to
address privacy issues within IoT, focusing on concerns such
as scalability, interoperability, and resource constraints such
as computational power and energy efficiency. On the other
hand, [10] offered an extensive review of ML-based Intrusion
Detection Systems (IDS), including the principles, benefits,
and drawbacks of DL-based and RL-based IDS, with particular
attention to platform-specific IDS applications. The role of
deep RL (DRL) within IoT was highlighted in [11] and [12],
with an emphasis on the application of DRL algorithms to
manage communication, computing, caching, and control in
various IoT scenarios.

The complexities related to IoT security protection and the
potential of ML in addressing these challenges were further
explored in [13]. The study also noted the scalability of
IoT-enabled botnets, pinpointing this as a significant cyber-
security challenge. In a pioneering survey, [14] detailed DL
techniques and forensic methods specific to botnet detection
within IoT environments. Furthermore, the use of DL in
industrial IoT was discussed in [15], encompassing areas such
as smart manufacturing, smart meters, and smart agriculture.
Lastly, [16] looked at the deployment of ML and DL models
in various layers and nodes of IoT healthcare architectures. A
comprehensive comparison of these works and our research

can be found in Table I, providing a summary of existing
surveys and contributions in the field.

Despite the extensive study of IIoT in the existing literature,
there appears to be a notable absence of comprehensive
reviews focused on the application of ML, DL, Federated
Learning (FL), and DRL to address security and privacy
concerns within IoT systems. To fill this research gap, we
provide a review of IIoT systems. Specifically, we provide a
state-of-the-art survey on IIoT applications in smart healthcare,
smart cities, smart transportation, and smart industries. In
addition, we focus on highlighting security vulnerabilities and
privacy threats in the IIoT. The contributions of our work can
be summarized as follows.

• We present a review of the state-of-the-art IIoT appli-
cations, where the use of AI techniques in IoT is
investigated and analyzed within different domains,
including smart healthcare, smart cities, smart transporta-
tion, and smart industry.

• We identify and discuss key security issues in IIoT
networks and systems, with a focus on network attacks,
confidentiality, integrity, and intrusion. Potential coun-
termeasures are also provided to address these security
issues.

• We study privacy concerns in current IIoT networks and
applications in three main domains: data privacy leakage,
location privacy leakage, and model privacy leakage.

• We highlight several key technical challenges and discuss
promising directions in IIoT to provide more insight into
future research in this important area.

B. Structure of the Survey

We summarize the structure of this survey in Fig. 1. We
start by examining current studies on IIoT in Section II and
the applications and usages of IIoT in Section III. Then, we
focus on two of the main issues when dealing with such a large
amount of data: security (Section IV) and privacy (Section V).
Finally, we summarize the challenges of current solutions in
Section VI, and conclude the paper in Section VII. A list of
key acronyms and abbreviations used throughout the paper is
provided in Table II.

II. INTELLIGENT INTERNET OF THINGS:
STATE-OF-THE-ART

In the following section, we provide an in-depth look at the
cutting-edge developments in ML, DL, FL, and DRL within
the context of IoT systems. Additionally, we explore and
discuss the concepts and prospects of integrating these tech-
nologies. Fig. 2 shows the classification and the relationship
of the main AI techniques.

A. Machine/Deep Learning-Based IIoT

AI is a pioneering science that has been in development
since 1956. Drawing on knowledge from a diverse array of
disciplines such as philosophy, mathematics, economics, neu-
roscience, psychology, computer engineering, control theory,
cybernetics, and linguistics, AI has made significant strides
over the years [18]. ML, a branch of AI, focuses on the
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TABLE I
SUMMARY OF RELATED REVIEWS ON IIOT

development of computer systems that can learn and improve
from experience, as outlined in [19]. Rather than following
explicitly programmed instructions, ML strives to generalize
the examples provided in a training set. This approach can
be described as “programming by example” [20]. ML has
emerged as an area of significant interest for both academia
and industry, with major players such as Google, Apple,
Facebook, Netflix, and Amazon investing in its development.
In contrast to traditional programming, the objective of ML
in general is to find “rules” or build a model using the
training data. The model is then applied to unseen data
for prediction/classification and automated decision-making
processes. Mathematically, the general formula for a predictive
model in ML can be written as follows:

y = f (x ; θ),

where y is the prediction, x is the input data, f (·) is the model,
and θ represents the model parameters.

ML can be classified as either shallow learning or deep
learning. The performance of shallow models is heavily
dependent on the representation of features, while DL encom-
passes deep structured learning, hierarchical learning, and

deep feature learning [21]. In recent years, DL has gained
significant popularity in IoT systems, mainly due to its
exceptional performance when handling large datasets. The
improvement in DL-based models can be attributed to their
inherent non-linearity. This allows for an increase in model
size and consequently the ability to scale efficiently with larger
datasets. Furthermore, the vast amounts of data generated by
IoT networks have been a driving force behind the success
of DL. DL-based models employ intricate combinations of
linear and non-linear functions to effectively learn pertinent
features [22]. These models consist of two main components,
which are activation functions and layers. Activation functions
(e.g., ReLU, sigmoid) are responsible for determining the
output of neurons given input data. Herein, a neural network
function can be represented as

y = σ(Wx + b),

where σ is a non-linear activation function, W is the weight
matrix, x is the input vector and b is the bias vector.

Layers in DL refer to organized sets of neurons, which
can be fully connected, convolutional, pooling, or recur-
rent, depending on the specific architecture. For instance,
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Fig. 1. The outline of this survey paper.

multilayer perceptron (MLP) networks and autoencoder (AE)
are built using fully connected layers, while convolutional
neural networks (CNNs) are characterized by alternating
groups of convolutional and pooling layers. Recurrent neural
networks (RNNs), such as vanilla RNNs, gated recurrent units
(GRUs), and long-short-term memory (LSTMs), are based on
recurrent layers. For a comprehensive introduction to these
neural network architectures, please refer to reference [22].
Depending on the specific problem, these models can be
trained using supervised, unsupervised, or semi-supervised
approaches. In a deep-supervised learning approach, DNN,
CNN, RNN, LSTM, and GRU are the different DL techniques

TABLE II
LIST OF KEY ACRONYMS

mostly used in IoT applications. With deep semi-/unsupervised
learning, generative adversarial networks (GAN), and AE are
also one of the most popular models.

To achieve ML-based intelligence in IoT systems, a wide
range of techniques are used, such as supervised learn-
ing, unsupervised learning, semi-supervised learning, and RL
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Fig. 2. AI, ML, DL, and DRL relationships and their main models.

(Fig. 2). Supervised learning is the most used approach of ML
process in IoT systems. With this learning approach, the mod-
els operate by assigning an observation to a predefined class
based on a set of observed features related to that observation.
Instead, unsupervised learning aims to discover relationships
between input data without prior knowledge of the output.
In particular, unsupervised learning seeks to categorize input
data into distinct clusters (i.e., groups) by analyzing the
similarities between the input data. Finally, semi-supervised
learning combines supervised and unsupervised learning and
incorporates labeled and unlabeled data to train the model.
As labeling the data can be challenging and time-consuming,
semi-supervised learning aims to mitigate these issues by
utilizing a few labeled examples alongside a large collection
of unlabeled data. Such a learning approach is particularly
suitable when large amounts of unlabeled data are available, as
is often the case with network traffic. Consequently, in recent
years, there has been a growing interest in semi-supervised
learning within IoT systems. On the other hand, the main
idea of RL was inspired by biological learning systems. It is
different from supervised and unsupervised learning, where,
instead of trying to find a pattern or learning from a training
set of labeled data, the only data source for RL is the feedback
that a software agent receives from its environment after
performing an action [23].

B. Reinforcement Learning-Based IIoT

RL is a subfield of ML that emphasizes sequential decision
making under uncertain conditions. Unlike other learning
approaches, RL does not require predefined target outcomes;
its primary objective is to enable an agent to maximize
its cumulative reward by taking a series of actions in
response to a dynamic environment. RL has been success-
fully applied to a wide range of IoT problems, including
robotics, autonomous vehicles, recommendation systems, and
optimization of network resources [11], [24]. In RL, an agent

interacts with its environment by performing actions, receiving
feedback in the form of rewards or penalties, and updating
its knowledge based on these experiences [23]. The agent’s
goal is to learn an optimal strategy for selecting actions that
maximize the expected cumulative reward over time. This
learning process typically involves exploring the environment
to gather new information and taking advantage of the acquired
knowledge to make better decisions. The key formula in RL
is the update rule for Q-learning, given by

Q(s , a)← Q(s , a) + α

[
r + γmax

a ′ Q
(
s ′, a ′

)−Q(s , a)

]
,

where Q(s, a) is the value of taking action a in state s, r is
the reward, γ is the discount factor and α is the learning rate.

In the context of highly dynamic IoT networks, the devel-
opment of decision-making strategies learned by agents is
a promising research direction. The adaptive capabilities of
these agents allow them to respond to changes effectively.
Moreover, in an IIoT ecosystem, various devices often need
to work together to achieve a common goal, and RL pro-
vides a framework for these multi-agent systems. It allows
devices to learn, cooperate, and perform tasks more efficiently.
Additionally, RL can also play a role in edge computing,
a critical aspect of IIoT, where computations are performed
closer to where the data are generated. RL can help optimize
data processing and management tasks on the edge, reducing
latency and bandwidth requirements. As a result, within the
IIoT ecosystem, RL can have essential capabilities by enabling
more efficient, adaptable, and autonomous systems, improving
the overall effectiveness and utility of IIoT applications [25].

C. Federated Learning-Based IIoT

Innovative AI solutions that can withstand both data delays
and data sensitivity are required for IoT applications so
that they can operate locally without sending data to a
centralized organization [26], [27]. Due to the distributed and
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privacy-enhancing features of FL, some IIoT applications have
undergone significant changes since their introduction [28],
FL is a decentralized learning strategy in which training data
that cannot be shared with third parties are distributed across
devices [29]. In particular, FL aims to build a global model
that minimizes the average loss function on local datasets. FL
is one of the most effective solutions for creating distributed
IoT systems due to recent improvements in mobile technology
and growing concerns about privacy leakage. To ensure that
user data remain at the point of origin and are not shared
directly with third parties, FL delegated AI functions, such as
data training, to the edge of the network where IoT devices
are located. In terms of network resource conservation and
privacy enhancement, this strategy enables cooperative training
of a shared global model, offering benefits to both network
operators and IoT consumers.

As a result, FL becomes a solid substitute for traditional
centralized models, accelerating the implementation of IoT
services and applications on a larger scale. IoT devices and
the aggregated server are the two key parts of the FL concept
in IoT networks, and training can take place in a central-
ized or decentralized manner. One of the most commonly
utilized FL topologies in FL-IoT systems is centralized FL.
A weighted averaging approach, such as Federated Averaging
(FedAvg) [27], [30], is used to aggregate the models learned
from each IoT device, which trains the model locally using its
private data. The formula for FedAvg can be mathematically
represented as

θ =

K∑
k=1

nk
n
θk ,

where θ is the global model parameters, K is the number of
local models, nk is the number of data points in the k-th local
dataset, n is the total number of data points, and θk are the
parameters of the k-th local model.

Using the received global model, the training is performed
on the consensus model that the server has returned. In a
decentralized or peer-to-peer FL system, the process of model
aggregation does not rely on a central server. As an alternative,
each device shares its trained models with some or all of its
peers, and each one is responsible for its aggregate.

Additionally, FL may be separated into Horizontal FL
(HFL), Vertical FL (VFL), and Federated Transfer Learning
(FTL), depending on how the client data are dispersed. IoT
devices use HFL, which uses multiple sample spaces while
maintaining the same feature space. Customers may use the
same model for in-person training due to the characteristics of
constant data. An example of HFL is intrusion detection [31]
in the intelligent industry. Representative and low-dimensional
features are learned by training an AE model on each device
(using unlabeled local data). Then, a cloud server uses FedAvg
to combine these models into a global AE. The cloud server
then builds a supervised neural network by including fully
connected layers on top of the global encoder and trains the
resultant model using data that have been tagged and are
readily available online. In contrast to HFL, the learning of
shared models is addressed by VFL on devices with the same

sample space but several data feature spaces [32]. A smart
city’s shared learning model, which includes e-commerce
businesses and financial institutions, is an illustration of VFL
in IIoT applications. Different data characteristics that serve
city clients inside a smart city, an e-commerce business, and
a bank can participate in a VFL process to collaboratively
train a model utilizing their datasets. These datasets might
contain past user payments from online retailers and bank user
account balances. This approach enables VFL to predict the
best-tailored loans for each consumer based on their online
buying habits. Last but not least, the FTL combines the FL and
transfers learning ideas to [33]. By adding additional learning
clients who have datasets with various sample and feature
spaces, it seeks to increase the sample space in the VFL
architecture. FTL can help detect disease in IoT networks by
promoting cooperation between various nations with numerous
hospitals that have unique patients (sample space) and a variety
of diagnostic procedures (feature space). By doing this, the
FTL may enhance the output of the shared model, increasing
diagnostic precision.

D. Visions of the Use of AI in IoT

IIoT represents the fusion of advanced technologies, such as
ML, DL, RL, FL, data analytics, cloud, and edge computing, to
create smart devices that communicate with each other through
the Internet. By integrating these technologies, vast amounts
of data can be harnessed for big data analytics, leading to
valuable insights and scientific knowledge. In particular, ML
and DL models can be used to create data analytics tools
that can handle information collected from a variety of IoT
devices, including sensors, smartphones, computers, and radio
frequency identification (RFID) devices. These models are
capable of handling a wide range of IoT data types, including
enormous data volumes (data streaming from millions of
sensing devices) and many modalities (images, time series
data, video and text) [34], [35]. In an unmanned aerial vehicle
(UAV)-assisted cellular offloading situation, for instance, the
study [36] investigated the combined optimization of the UAV
trajectory design and power allocation. By coordinating many
devices to execute model training in IoT devices, FL enables
IIoT to achieve better scalability and privacy protection while
guaranteeing that data stay in the location where it was created.
Table III provides an overview of how the different ML, DL,
DRL, and FL paradigms can be used in IIoT applications.

Although the integration of AI and IoT allows IoT devices
not only to collect and communicate data, but also to learn
from it, and to make decisions based on those data, security
and privacy remain critical concerns in the IIoT landscape.
With devices collecting, processing, and storing enormous
volumes of data, a significant portion of which can be sensitive
or personal, there is a mandatory need to develop efficient pri-
vacy preservation methods. In IIoT, devices are continuously
communicating with each other and with the cloud, requiring
secure communication channels to guarantee confidentiality
and integrity. Moreover, AI models deployed in IIoT can
become targets for adversarial attacks, aimed at manipulating
the model’s behavior. Addressing these challenges requires
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TABLE III
USAGE OF AI PARADIGMS IN IIOT APPLICATIONS

Fig. 3. IIoT application domains.

multidisciplinary research, including areas such as cryptogra-
phy, ML/DL-based models [37], hardware design, and network
security. It is also worth noting that any solution needs to take
into account the specific constraints and requirements of IIoT,
such as resource limitations, the need for real-time operation,
or the scalability to large numbers of devices [38].

III. IIOT APPLICATIONS

As stated in the previous sections, the integration of AI/ML
into the IoT has favored a new plethora of novel applications.
This section provides an extensive discussion of such repre-
sentative IIoT applications, including smart healthcare, smart
cities, smart transportation, and smart industries, along with
applied use cases, as shown in Fig. 3.

A. IIoT-Based Smart Healthcare

Recently, patient monitoring has been a crucial concern;
therefore, healthcare is projected to be the dominant applica-
tion of IIoT systems [39]. Advances in IIoT-enabled systems
may lead to significant benefits in healthcare, allowing medical
personnel to identify anomalies earlier, monitor and prognosis
critical diseases, and reduce potential risks for critically ill
patients as much as possible. The ubiquity of wearable,
lifestyle and assistive IoT devices helps to collect massive
amounts of data to train and improve the performance of
ML-based models and, in turn, provide better healthcare

services. For instance, the study in [40] used heart rate
variability for the prediction of arrhythmias with the KNN
classifier, which led to a high accuracy of 97% in detecting
cardiac arrhythmias in real time. Here, we focus on examining
the functions of IIoT in healthcare care using two use scenar-
ios, namely COVID-19 detection and ambient assisted living
(AAL).

1) Ambient Assisted Living (AAL): AAL technologies are
designed to support people without obstruction in their daily
activities, enhancing their quality of life, safety, and inde-
pendence. IIoT can play an important role in this area by
monitoring health parameters, creating a more comfortable
and manageable living environment, and reducing feelings
of isolation and loneliness. Sleep monitoring is one of the
services associated with AAL as appropriate sleep is an
integral part of a healthy lifestyle. The recent development of
smartphone applications and sleep sensing devices, such as
electroencephalograms (EEG) and electrooculograms (EOG),
has increased the analysis of sleep patterns. To detect changes
in sleep patterns, the work in [41] proposed an accurate deep
hybrid model followed by a K-Mediod algorithm. It combines
both Deep Belief Networks (DBNs) for unsupervised feature
learning and LSTM to improve classification performance
and learn long-range dependencies in time series data. The
features used to train these models were total sleep duration,
sleep efficiency, hypnagogic time, number of awakenings,
self-evaluations of sleep, and physical condition. Longitudinal
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sleep sequences consisting of daily sleep types were clustered
using a K-Medoid algorithm to find the patterns of each
sleep sequence cluster. Another approach to monitoring pos-
ture during sleep by using a pressure sensor mattress that
records pressure in different areas of the mattress has been
proposed in [42]. The proposition consists of two phases:
in the first phase, the sensor data are pre-processed using
Principal Component Analysis (PCA) for feature extraction
and dimensionality reduction, whereas the second phase uses
the extracted features to train and then the SVM model to
classify the data into prone/supine, left, and correct lateral
positions.

Although PCA can learn and extract relevant features,
its linear combination of features does not have sufficient
capability to model complex non-linear dependencies. To over-
come these issues, CNN models have represented important
research on AAL trends. This is because of their capability to
extract relevant features and classify large-scale images. It has
certain advantages over traditional shallow learning techniques
for image treatment and analysis, particularly in AAL and
Human Activity Recognition (HAR). The first CNN-based
approach for HAR was proposed in [43]. It automatically
learns and extracts human activity features without any domain
knowledge (such as activities in the kitchen, jogging, walking,
etc.). The experimental results showed that the CNN-based
approach can outperform the PCA method. Similarly, the
authors of [44] investigated the efficiency of a CNN by
comparing its performance with state-of-the-art methods using
benchmark datasets. This study shows that it serves as a
competitive tool for feature learning and classification for
HAR applications. Furthermore, an end-to-end CNN model
was proposed that showed good results in predicting three
movements of the arm performed in daily activities in [45].
Despite the performance of the CNN model, its complex
architecture due to the growing number of hyperparameters
may increase computational costs and make it unsuitable for
AAL applications with strict latency constraints. Therefore, a
model that can balance the trade-off between accuracy and
computational cost is required. To do so, the authors of [46]
proposed, for the first time, a computation-efficient CNN
by replacing conventional convolutions with the condition-
ally parameterized convolution algorithm (CondConv). Using
WISDM, PAMAP2, UNIMIB-SHAR, and OPPORTUNITY
datasets, the proposed solution always performed better than
its counterpart without CondConv without compromising
inference speed.

However, CNN-based models sometimes fail to extract
temporal features, and capturing these temporal dynamics is
fundamental for successful AAL applications. To overcome
these limitations, CNN-LSTMs have been proposed as a com-
bination of CNN and LSTM layers. In this context, the authors
of [47] proposed a DL framework composed of convolutional
and LSTM models, called DeepConvLSTM. The convolu-
tional layers provide abstract representations of the input
sensor data, the LSTM models, and the temporal dynamics of
the activation of the extracted features. Performance evaluation
against CNN baseline shows that DeepConvLSTM achieves
a higher F1 score with the OPPORTUNITY dataset.

Processing of data collected from all users by a central body
is often necessary for these systems to operate well. Data in
healthcare systems are extremely sensitive and governed by
laws such as the United States Health Insurance Portability
and Accountability Act (HIPPA) compared to other IIoT
applications [48]. As a result, operators have trouble collecting
a lot of data, especially if patients and hospitals are reluctant
to provide their sensitive information. The latency and storage
resources that arise when patient-sensitive data need to be col-
lected in the cloud for model training are the next challenge for
standard ML models. As a consequence, FL has been used as a
promising alternative to deploy IIoT, as it provides intelligence
with privacy awareness and without the need to share end-
user data. Several research efforts have been devoted to the
use of FL for AAL, enabling intelligent solutions in healthcare
systems and protecting privacy-sensitive medical data [49]. For
instance, the authors of [50] proposed an FL-based approach
to the predictor of HAR in a smart environment in a realistic
scenario. The designed approach uses the LSTM model and
trains it in three scenarios: local, centralized, and federated.
Using the CASAS dataset, the evaluation results show that
the FL approach can provide competitive results compared to
centralized learning.

Labeling data for FL-based models is frequently challenging
and time-consuming because FL model training typically takes
place on equipment that is out of reach for humans. Therefore,
to scale up an HAR system over a large number of devices,
researchers have begun to reformulate FL as a semi-supervised
issue [51]. According to the semi-supervised FL for HAR
proposed in the work in [52], clients would locally train an AE
model using their unlabeled data, and the server would then
include the local AE models that were created into the pipeline
of the supervised learning process. Their experimental findings
demonstrate that HAR with semi-supervised FL may reach
accuracy on par with supervised FL without being unaffected
by non-independent and identically distributed (non-IID) data.
Similarly, the work in [53] combines Active Learning (AL)
with label propagation, dubbed textttFedHAR, to federated
semi-automatically annotate the end-user data. The simula-
tion results using the two well-known datasets MobiAct and
WISDM show that the labeled data produced by AL offer
pertinent informative data and, consequently, allow FedHAR
to achieve competitive performance with a fully supervised FL
model (FedAvg).

Furthermore, to reduce the impact of non-IID data, transfer
learning techniques have been introduced on the client side
to improve personalization. For example, [54] investigates
the emerging personalized FL method by proposing PerFit
framework that can mitigate the negative effects caused
by statistical heterogeneities. The authors investigated the
performance of two customized FL-based solutions: FTL and
federated distillation (FD) using the PerFit framework. With
FTL, each client adjusts the model they downloaded from
the cloud server using their unique data, but with FD, each
client may create their model based on their unique needs.
The experimental findings demonstrate that customized FL can
reduce the performance loss caused by non-IID data and that
both FTL and FD are capable of collecting user data.
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Additionally, using extremely small Internet of Medical
Things (IoMT) devices, also known as nanodevices, may
be necessary to distribute healthcare services across larger
regions. These units, called straggler clients, may respond
very slowly or may not be able to complete the antici-
pated number of local iterations. There are a few ways that
can prevent choosing these customers throughout the train-
ing process. However, dropping stragglers can diminish the
number of active clients and, consequently, the performance
of the model [49]. To solve this problem, the authors
of [55] introduced a lightweight Federated Proximal, Activity,
and Resource-Aware model for a resource-constrained IoT
environment, called FedPARL. To allow the client to accom-
modate the reduced model sizes in the first layer, FedPARL
conducts sample-based model pruning on the server. To choose
competent and reliable clients for training, the second layer of
FedPARL additionally looks at previous actions and resource
availability (CPU, memory, battery life, and data volume).
By allocating local epochs in the third layer following the
client’s resource availability, partial work was made possible.
The results show that FedPARL achieves an improved stable
accuracy compared to the FedAvg and FedProx approaches.
On the other hand, the authors of [56] proposed a heteroge-
neous federated stacking model to monitor patient activities
based on classification models, called FedStack. This model
can process a variety of client-model architectures and group
the local models into a global robust model, which in turn can
reduce the impact of the stragglers’ clients on the classification
performance. To do so, three different DL-based models (MLP,
CNN, and LSTM) were used and individually trained on
each data set. Then, the model predictions were stacked
homogeneously and heterogeneously and then passed to the
global model. The results show that the proposed FedStack
achieves better accuracy than several baseline models for
HAR.

2) COVID-19 Detection: Recently, the COVID-19 pan-
demic has reached 214 countries and regions across the
world, profoundly affecting daily life in those areas. The
potential of IIoT to support the fight against COVID-19 has
been investigated in [49], [57]. The IIoT can help with
timely quarantine and medical treatment. The use of ML/DL
models with computed tomography (CT) images for COVID-
19 detection was considered in several works [58]. For
example, in [59] an early detection of COVID-19 based on
SVM has been proposed. Features were extracted through
several features extraction methods (Grey Level Co-occurrence
Matrix (GLCM), Local Directional Pattern (LDP), Grey Level
Run Length Matrix (GLRLM), Grey-Level Size Zone Matrix
(GLSZM), and Discrete Wavelet Transform (DWT)) followed
by SVM as a classifier. Despite the performance of the SVM,
it cannot scale very well. To overcome the scalability problem
of the shallow model CNN-based models have been used for
chest CT image treatment and processing [60]. In this context,
to classify COVID-positive and COVID-negative, the work
in [61] used different CNN models, which are pre-trained
models ResNet50, ResNet101, ResNet152, InceptionV3, and
InceptionResNetV2 with three binary data sets that include
X-ray images of patients with normal (healthy), COVID-19,

bacterial, and viral pneumonia. The result is promising,
especially since ResNet50 and ResNet101 have achieved
performance with 96.1%. It should be noted that the COVID-
19 dataset [62] and Kaggle’s Chest X-ray Images (Pneumonia)
are also used to form the data set in this study.

Although the efficiency of the above models was observed,
the similarity of different datasets was not considered. At the
same time, making knowledge transfer inter-domains possibly
leads to a more precise and personalized model, and one
way to achieve this is via TL. TL, which is widely used in
the field of DL, may be a promising solution for COVID-
19 detection. It enables the detection of various COVID-19
using small medical image datasets, helps to avoid learning
from scratch, and, in turn, reduces energy consumption. For
instance, the study in [63] suggested that transfer learning can
extract relevant features related to COVID-19 disease and, in
turn, improve detection performance. In a similar work [64], a
deep TL model is used to classify COVID-19 infected patients
and showed that DTL is a useful approach to the classification
of COVID-19. In addition, FL has also been used to detect
positive cases by training models from isolated medical institu-
tions. Each medical facility that uses FL participates in training
using its own local COVID-19 images, such as X-ray and
CT scans, and only model parameters are exchanged-sensitive
user data are not necessary. In this regard, [65] proposes a
multi-institutional collaborative FL framework for COVID-
19 identification. Similarly, [66] has suggested a 5G-enabled
architecture for COVID-19 diagnostics that communicates
with several hospitals through FL while protecting privacy.
The authors of [67]also suggested a dynamic fusion-based
FL technique to increase the performance of the model
and the effectiveness of communication to identify patients
infected with COVID-19. In addition to the aforementioned
applications, employ DL, such as the LSTM model in real-
time to anticipate the dynamics of the COVID-19 epidemic to
improve health and policy initiatives [68], [69].

B. IIoT-Based Smart City

IIoT plays a crucial role in smart city development, as it
can facilitate data collection, exchange, and analysis, leading
to improved services, efficiency, and quality of life. There are
several key domains in which IIoT can offer useful services
for smart cities, including smart grid and water management.

1) IIoT for Smart Grids: With the rapid growth of the
population and the increase in the number of industries,
traditional grids for reducing power consumption and fore-
casting demand have become inefficient. To address these
issues, an intelligent infrastructure is needed for the successful
processing of large amounts of data. Over the past decade,
we have seen a shift toward smart grids, which has replaced
traditional power grids largely [70]. Due to recent advances
in IIoT, smart grids can intelligently learn patterns and
ensure intelligent and automated power grids. Smart grids are
among the most prominent applications of the IIoT, with their
convergence unveiling considerable potential for modernizing
electric power systems. They established a fully automated
and intelligent energy delivery network by integrating all
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users connected to them [71]. Beyond their role in energy
networks, smart grids play a crucial role in the future of
renewable energy systems. They improve the reliability of
power supplies, help reduce CO2 emissions, and promote the
adoption of green energy sources [72]. Therefore, with the
integration of smart grids and IIoT infrastructure, end users can
analyze and monitor their daily energy consumption patterns.
This enables greater control and management of energy use,
offering the potential to schedule energy use through a simple
mobile application.

Recently, ML has also been applied to energy management
in smart grids. An example is presented in [73] where an
ML-based energy management framework was proposed to
mitigate energy management problems on the demand side.
This approach integrated Gaussian process regression (GPR)
with ML to develop an efficient energy management model
(EMM). Performance parameters calculated from an optimized
model for Prosumer Energy Surplus (PES), Prosumer Energy
Cost (PEC), and Grid Revenue (GR) were fed into the ML-
based GPR system for training. This adaptive framework of
service level agreements (SLAs) between energy consumers
and the grid benefits all stakeholders involved. Furthering the
integration of ML in smart grid systems, [74] introduced a
smart grid system augmented with a Cyber-Physical System
(CPS) model. They proposed a multidirectional LSTM, known
as the (MLSTM) model, which is specifically designed to
predict the stability of a smart grid network. The experimental
results validate that the MLSTM approach outperforms other
conventional ML methods in terms of performance, empha-
sizing the power of advanced ML techniques in this domain.

Furthermore, the integration of FL with smart grids presents
a novel approach that benefits from the power of decentral-
ized machine learning. However, during FL training rounds,
communication between clients and the server may fail due
to the time-varying reliability properties of links in a wireless
network of smart grids. Such communication failures not only
hinder the convergence rate of the model, but also lead to
resource wastage, including energy expended on unsuccessful
local training. Recognizing these challenges, [75] introduced
a dynamic FL problem in a grid mobile edge computing
(GMEC) environment, considering the high dynamism of
link reliability. To mitigate communication failures between
industrial clients and the server, the authors proposed a delay-
deadline-constrained FL framework. This structure aims to
prevent excessively long training delays by formulating a
dynamic client selection problem, maximizing the comput-
ing utility while also minimizing the communication latency
during the FL process. At the same time, several other FL
algorithms have been formulated to address similar challenges.
For example, [76] presented a framework for power learning
in IoT networks comprising electricity providers and users.
The distinctive communication model they developed was
based on the FL process. This model seeks to balance the
trade-offs between resource consumption, user utility, and
local differential privacy, thereby presenting a comprehensive
and holistic approach to managing smart grid networks using
FL. In this context, the study in [77] proposed an FL
approach for the secure and efficient sharing of personal

Fig. 4. IIoT for water management parameters.

energy data in smart grids with edge-cloud collaboration. This
hierarchical FL framework promotes the analysis of energy
data that preserves privacy and is communication efficient
within smart grids. This approach considered non-IID data
from heterogeneous users, which inspired the development
of a local data evaluation model for cost modeling and two
optimization problems specifically tailored for energy service
providers and energy data owners. In the final phase, the
study introduced a DRL-based incentive algorithm designed
to manage multidimensional user private information and
vast state spaces. This strategy facilitates the determination
of optimal pricing strategies for energy data providers and
optimal training strategies for energy data owners. Similarly,
the research conducted by [78] proposed a cloud-edge FL-
based strategy that involved clustering of the FL-based energy
demand predictor system. This innovative system groups
clients with similar attributes, which, in turn, allows the aggre-
gation of model updates from clients within the same cluster.
This novel approach leverages the synergy between advanced
ML techniques and the capabilities of smart grids, indicating
promising new directions for research and application in this
field.

2) IIoT for Underwater: The demand for water from
industries, factories and mining continues to grow with
increasing urbanization. Simultaneously, there is an increase
in wastewater disposal without appropriate treatment from
natural sources, which also pollutes unpolluted water [79].
The implementation of smart water management mechanisms
for effective distribution, conservation, and maintenance of
water quality is now more crucial than ever. For example, in
agriculture, significant challenges are associated with access
to water, efficient use, and the incorporation of sustainable
practices for water conservation and harvesting.

Technological progress in the field of industrial IoT presents
an exciting prospect of significant improvements in under-
water exploration, environmental monitoring, and industrial
processes [80]. These technologies can play an instrumental
role in creating an intelligent water management system (illus-
trated in Fig. 4), which comprehensively covers aspects such
as wastewater management, irrigation, rainwater harvesting,
water reuse, and sustainable sourcing from natural resources.
The study carried out in Tunisia as a joint project with the
Water Production and Management of Water capitalized on the
integration of AI and IoT technologies to improve productivity
by reducing wasteful consumption and improving user access
to accurate and timely information [81]. The study introduced
a novel technique to monitor water consumption using an
optical character recognition device (OCR) in conjunction with
the YoLo 4 ML model, focusing on smart cities’ paradigms.
Meanwhile, other researchers have focused on the simulation
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of water quality and levels. For instance, a study in the
Nakdong River basin of South Korea conducted such simula-
tions, taking into account parameters such as organic carbon,
phosphorus, and nitrogen content [82]. Another study explored
the application of DL, proposing integrated automatic detec-
tion models that used U-net and CNN to identify temporal
resolution and high spatial imagery systems that are the key
to mapping pivotal irrigation systems in the center [83]. These
advancements underscore the transformative power of IIoT
in redefining the proposed approach toward sustainable and
intelligent water management.

On the other hand, increasing water pollution around the
world is an endangering factor for water quality. To predict
water quality, the work in [84] used a BiLSTM with time-
series data. The model used monthly data collections from
quality reports for six years (2013-2019) on the Yamuna River,
New Delhi. The BiLSTM model was unique in its approach,
as it focused not only on training, but also on missing value
imputation, thereby ensuring a comprehensive analysis of
the available data. In the same context, the authors of [85]
demonstrated that the usage of auto DL techniques for the
determination of water quality gives better results. Auto DL,
one of the most recent and promising technologies, enables
straightforward interpretation and model creation with possibly
minimal coding requirements. Its application in this domain
yielded favorable results, further validating the potential of
Auto DL in environmental analysis. Conventional Internet of
Underwater Things (IoUT) systems frequently employ central-
ized learning to ensure efficiency, reliability, and timeliness.
Recent research has emphasized the significance of privacy
and security in mission-critical IoUT frameworks [86]. FL as
a secure, decentralized ML system can be used to address the
IoUT challenges. The study outlines FL’s potential applica-
bility in IoUT, highlighting its issues, unresolved topics, and
future research directions. In this context, the authors of [87]
proposed a federated meta-learning enhanced acoustic radio
cooperative framework for the Ocean of Things, which takes
advantage of the data distributed on the surface nodes. This
continuous exploration of advanced FL techniques in IoUT
projects a promising future for this field.

C. IIoT-Based Smart Transportation

The recent development of IIoT-based smart transporta-
tion systems improves the safety and sustainability of urban
mobility and therefore makes daily life more convenient and
efficient. It can facilitate smart transportation by treating and
analyzing the data collected from a wide range of sensors to
make decisions in real time. Existing researchers have made
great efforts to investigate different aspects of applying IIoT
in smart transportation development, including autonomous
and electric vehicles, as well as traffic management
systems.

1) Autonomous and Electric Vehicles: Intelligent and
autonomous driving has become possible with the help of
IIoT systems. Traffic sign recognition is a crucial task in
advanced driver assistance and autonomous systems. Manual
localization and recognition of traffic signs can be extremely

time-consuming when applied to thousands of kilometers
of roads. Therefore, the automatic and smart detection and
recognition of traffic signs play a pivotal role in smart
transportation. In this context, IIoT is used to support vehicles
in autonomously obeying traffic rules by correctly recognizing
traffic signs [88].

The following aspects highlight IIoT’s impact on traffic sign
detection and recognition:

• IIoT for Traffic Sign Detection and Recognition: Shallow
models, such as decision trees and SVM classifiers, are
widely used for the recognition of traffic signs due to their
ease of training and updating. These models achieved
good results [89], [90]. Using feature learning based
on real examples can help easily adapt and capture a
high degree of variability in the appearance of a large
number of traffic signs. The authors of [91] use the Mask
Region-CNN (R-CNN) model for large-scale detection
and recognition of traffic signs through automated end-
to-end learning. The simulation results showed excellent
performance in the localization and recognition of traffic-
sign instances. Based on [91], the authors of [92] added
an attention network to the fast R-CNN model to extract
more relevant features from the input data. Another
traffic sign recognition system is presented in [93]. The
authors used multiple spatial transformers and exten-
sively studied their impact on network configurations
within the CNN model. The use of DL-based models to
identify traffic signs in real-time with limited equipment
resources was proposed in [94]. The authors focused on
reducing the computational cost of the model, making
it suitable for IIoT scenarios. To do so, a knowledge
distillation-based model is proposed, in which the shal-
lower student model is trained through the softened
output of the teacher model on the target datasets. The
performance of the proposed model demonstrates that a
lightweight network can reduce the number of redun-
dant parameters while maintaining comparable accuracy.
Similar to the healthcare service, collecting traffic sign
data in the cloud presents serious privacy leakage risks
owing to the inclusion of location privacy information.
To preserve the privacy of traffic sign data with lim-
ited computing resources, the work in [95] proposed
FedSNN. Without disclosing any personal information,
the authors employed FL to carry out cooperative training
for accurate recognition models. They also proposed
Spiking Neural Networks (SNNs), a third generation of
neural networks, to further save energy and processing
resources. As shown in Fig. 5, the networked vehicle
trains the SNN model using the local traffic sign dataset
during each communication round. The trained model is
subsequently delivered to a Road Side Unit (RSU), where
it is utilized for global aggregation, after data encoding.

• Energy consumption of electric vehicles: According to the
International Energy Agency [96], the number of electric
vehicles (EV) on the road will increase tremendously
by more than 4000% in 2030. This trend will lead
to an explosion in energy consumption, and providing
convenient charging services is of critical importance to
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Fig. 5. Overview of FedSNN for road traffic sign recognition [95].

enhance the user experience. As a result, many IIoT-
based solutions have been proposed to predict the energy
demand for EVs. In this context, the authors of [97]
introduced a mobile application that can estimate energy
availability and/or expected charging finishing time at the
charging station using the KNN algorithm. The appli-
cation collects historical data on the energy consumed
and charging duration of connected electric vehicles on
a remote server, which is then used to train KNN for the
prediction task. In a different approach, [98] proposed
a Federated Energy Demand Learning (FEDL) method
for predicting energy demand. To increase the efficacy
of the FEDL method, the authors introduced a clustering
technique that groups charging stations into groups before
performing the learning process. The effectiveness of
the system was tested using real data from charging
stations in Dundee City, the United Kingdom, collected
between 2017 and 2018. The results showcased improved
prediction accuracy while maintaining a good commu-
nication overhead, thus demonstrating the potential of
this approach. Furthermore, the study in [99] adopted
the RL-based algorithm to solve the daily energy that
should be added to the batteries of electric vehicles. In
particular, the authors cast the EV charging problem as
a Markov decision process for choosing the amount of
energy to be charged, to reduce the long-term cost of
charging for an individual plug-in EV based on the cur-
rent known day-ahead and following predicted electricity
prices. Also, a novel approach has been proposed to
model the behavior of plug-in electric vehicles (PEV)
in the energy market has been proposed in [100]. The
authors introduced a clustering technique to group PEVs
that exhibit similar behavior patterns. Subsequently, an
LSTM model is assigned to each cluster, which is tasked
with capturing and forecasting the unique behavior of
each cluster. The use of clustering techniques helps
decrease the complexity of the model, improving its
performance in predicting PEV behavior. Performance
evaluations showcased the effectiveness of the proposed
method in accurately modeling and predicting PEV
behavior in the energy market, outperforming traditional
forecasting methods. Furthermore, the authors of [101]
aimed to increase the proportion of vehicles charged with

insufficient energy and to reduce the charging costs of
these vehicles. To achieve this, they proposed an efficient
placement strategy for idle mobile charging stations,
termed FL-PDMIM. This innovative approach indicates
the continued search for more effective solutions in the
management of energy consumption for electric vehicles.
On the other hand, vehicle emissions have become a
major and costly problem in many countries with the
growth of the population and motor vehicles. To solve
this problem, eco-driving is one such technique, which
aims to reduce vehicle fuel consumption and emissions
by providing proper guidance. In this context, the authors
of [102] used traditional (non-deep) Q learning to mini-
mize CO2 emission at signalized intersections. Similarly,
this study [103] used a deep RL algorithm to learn
eco-driving strategies in an urban environment, where
the agent only received minimal connectivity data and
no explicit prediction of the traffic situation. The work
in [104] developed a Deep Deterministic Policy Gradient
(DDPG) algorithm to “learn” an eco-driving velocity
planner for a plug-in hybrid electric vehicle within a
model-free approach.

2) Traffic Management Systems: Traffic flow prediction
is an important functional component of Intelligent
Transportation Systems (ITS). It guarantees a more pleasant
driving environment and eliminates the possibility of traffic
accidents. It is one of the largest segments within smart
transportation, where the adoption of IIoT technologies is
considered the most prominent. An enormous amount of
spatio-temporal traffic data and vehicle-related information
is being produced through devices such as cameras, various
sensors, and Global Positioning Systems (GPS) [105]. This
data is then transferred to traffic management centers, allowing
for timely decision making. Often, techniques such as
Autoregressive (AR) and Moving Average (MA) are used
to model the time series data, giving rise to models like
Autoregressive Moving Average (ARMA) and Autoregressive
Integrated Moving Average (ARIMA). However, these
methods can prove to be insufficient for traffic prediction
due to the highly dynamic and non-linear nature of spatio-
temporal correlations between different positions. Therefore,
this scenario calls for the development and adoption of
more sophisticated models that can effectively capture these
complex dynamics.

Compared to classical statistical models, data-driven ML-
based traffic prediction models can handle high-dimensional
data and obtain their nonlinear relationships well. Thus, ML
models can be established as strong competitors to classical
statistical models and receive tremendous attention in traffic
prediction. In this context, the study in [106] proposed an
improved KNN model to improve the accuracy of the forecast
based on spatiotemporal correlation and achieve multi-step
forecasting. Rather than relying on traditional time series,
this model represents the traffic state via the spatio-temporal
state matrix. The model uses Gaussian weighted Euclidean
distance to identify ‘nearest neighbors’ and then applies the
Gaussian function to assign weights to each nearest neighbor.
Furthermore, Random Forest, a robust ML algorithm, has also
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been proposed as a viable solution for traffic prediction [107].
These developments underscore the potential and effectiveness
of ML to improve traffic prediction outcomes.

Although the feasibility and reliability of KNN and other
shallow models may not perform well due to their limited
parameter space in modeling complex IIoT traffic. In other
words, the complexity of road traffic predicts future traffic
volume a very challenging task and beyond the ability of such
models. In this context, DL has been used as an alternative
solution to infer information from large datasets and requires
very little domain knowledge and engineering by hand [108].
Consequently, significant efforts have been devoted to DL for
IIoT-based traffic prediction. Generally, CNN is used to extract
the spatial correlation of grid-structured data [109] [110], then
Graph Convolutional Network (GCN) [111], diffusion convo-
lutional recurrent neural network (DCRNN) [112], and graph
Wavenet models [113] have been proposed as an improved ver-
sion of the convolution operation to capture spatial correlations
in non-Euclidean data and show a more efficient representation
of the traffic structure. Also, to reduce the prediction error,
the authors of [114] added an attention mechanism to a
multi-component graph convolutional network to form an
attention-based spatial-temporal graph convolutional network.
Another graph-based model called GMAN employed attention
structures in both spatial and temporal dimensions, enabling
a more accurate representation of dynamic spatio-temporal
correlations [115].

Moreover, to efficiently capture the temporal along the
spatial features in traffic flow, the RNN model and its variants
LSTM and GRU are combined with CNN or Graph neural
network to extract the temporal correlations. For instance, the
authors of [116] proposed a hybrid DL approach, called GLA.
Within this GLA framework, the output from the GCN model is
fed into an LSTM model to capture the temporal dependencies
of traffic flow. In the same direction, the study presented
in [117] successfully used LSTM to capture both spatial and
temporal components of the traffic data by removing dense
kernels with convolutional ones. Furthermore, FL is a practical
replacement for conventional centralized ML methods in traffic
prediction applications. However, developing efficient traffic
prediction while preserving privacy is a promising direction.
In this context, [118] introduced a solution that combines GRU
and FL to predict traffic flow. They proposed a clustering
FedGRU algorithm, which integrates the optimal global model
and captures the spatio-temporal correlation without necessi-
tating the collection of traffic flow data in the cloud. This
strategic approach emphasizes both efficiency and data privacy.
Several innovative FL-based models for traffic prediction have
also been introduced, as highlighted in recent works such
as [119] and [120].

Currently, some researchers have turned their attention
toward energy considerations for resource-constrained RSUs.
These units often tend to serve vehicles in closer proxim-
ity, a practice that can lead to incomplete services and an
impaired user experience. To mitigate this issue, the authors
of [121] proposed a Q-learning-based intelligent RSU schedul-
ing system. In this architecture, the Q-learning agent chooses
which cars to serve as output after taking into account the

system statuses and vehicle demands as input. Additional
fines for unfinished services are introduced into the incentive
structure to encourage a better customer experience. The
agent saves the transition of each interaction in the replay
memory to further increase the efficiency of the data. The
Deep Q-Network (DQN) parameters are then updated by
picking a mini-batch of independent transitions at random. The
suggested method can serve more cars and prevent insuffi-
cient service, according to the simulation findings. Building
on [121], the multi-agent system (MAS) used in the work
in [122] expands the technique to include many RSUs working
together to meet user needs and increase throughput. Multi-
Agent Reinforcement Learning (MARL) is a technique that
RSUs may use to give improved utility over a larger region.
Thus, both service availability and overall system performance
are enhanced by this method.

D. IIoT-Based Smart Industry

The term “intelligent industry” refers to the integration
of smart technology into production processes, and IIoT is
essential in the analysis of large amounts of data produced by
industrial machinery and IoT devices. In different production
phases, these methodologies allow process modeling, moni-
toring, prediction, and control [123]. Here, we concentrate on
examining the functions of IIoT in robots and Industry 5.0.

1) Industry 5.0: The advent of Industry 1.0 in 1874 marked
a significant shift in industrial production. Fig. 6 provides
an overview of the evolution of Industry X.0. The advent
of Industry 5.0 in 2020 ushered in the concept of smart
manufacturing for the future. While the fourth industrial
revolution, Industry 4.0, focused primarily on the use of
technology to optimize the means of production (with tech-
nologies such as AI, robotics, IoT, and cloud computing),
Industry 5.0 is expected to place a stronger emphasis on the
collaboration between humans and machines. It emphasizes
the harmony between humans and machines as well and views
machines as partners rather than replacements for human
labor. This includes using robotics for tasks that are hazardous
to humans or require extreme precision and leaving tasks
that need creativity and decision-making skills to humans.
As societies become increasingly aware of environmental
challenges, Industry 5.0 emphasizes sustainable and envi-
ronmentally friendly production. This includes optimizing
resources, reducing waste, and implementing technologies that
reduce the environmental impact of production processes.

Industry 5.0 embodies the integration of human subjectivity
and intelligence along with the efficiency, precision, and AI
capabilities of machines in industrial production [124]. This
fusion highlights the importance of humanistic care and paves
the way for the evolution toward a symbiotic ecosystem. A
key component of this industrial revolution is IIoT, which
can be used to support intelligent systems within the context
of Industry 5.0. By facilitating seamless communication and
interaction between machines and devices, IIoT plays a critical
role in driving the shift towards more intelligent and efficient
industries. As an example, an automated material identification
using machine vision is introduced in [125]. In this study,
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Fig. 6. Illustration of Industrial Evolution from Industry 1.0 to Industry 5.0.

multiple classification algorithms - including SVM, DT, RF,
Logistic Regression, and KNN - are trained on color features
extracted from various materials. The experimental results
confirm the effectiveness of these algorithms, as demonstrated
by their remarkable accuracy in material classification. The
adoption of such advanced methodologies ushers in a new era
of efficiency and precision in industrial operations. Another
example in which these shallow ML models are applied can be
found in [126], where logistic regression and RF classifiers are
used for automatic monitoring and analysis of the performance
of heating, ventilation, and air conditioning (HVAC) systems.
These examples demonstrate the potential and versatility of
ML in various aspects of Industry 5.0 applications. Similarly,
in this work [127], DT-based models including RF, gradient
boosting (GB), and XGBoost are used to predict machine
failure. Further, in [128], the authors explore the performance
of a variety of fundamental ML models within the purview of
smart manufacturing. This evaluation provides valuable insight
into the strengths and applicability of different shallow models
in the industrial context, highlighting their essential role in the
realization of Industry 5.0.

Similar to other IIoT applications, DL algorithms have
also been extensively investigated for various applications
within Industry 5.0. These applications range from predictive
maintenance and quality control to system optimization and
automated decision-making, demonstrating the vast potential
and adaptability of DL techniques in the context of the fourth
industrial revolution. In this context, a DL-based approach has
been proposed in [129], where a unique approach that takes
advantage of DL has been proposed to manage data analytics
tasks. This approach uses an open-source framework, H2O
AI, to implement the DL-based model. The proposed model
was evaluated on a text recognition dataset sourced from the
UCI repository. This exemplifies the power of DL for complex
tasks such as text recognition, highlighting its relevance to
the increasingly sophisticated demands of IIoT applications.
Additionally, the authors of [130] introduced a DL-based
framework using the MobileNet model for automatic machine
and machine component detection. This model is integrated
into their AR-based solution aimed at visualization, analysis,
and interaction with machines in indoor environments. The
effectiveness of this model underlines the potential of DL

to improve Industry 5.0 capabilities. In a different context,
the authors of [131] utilized a GRU model to predict the
high-dimensional thermal history in direct energy deposition
(DED) processes. Their findings show that the use of GRU
for thermal history prediction is not only highly accurate, but
also adaptable across a broad spectrum of processing param-
eters and part geometries. Furthermore, in this study [132]
an implementation of a novel CNN-based framework has
been proposed to predict distortions in laser-based additive
manufacturing (LBAM). This demonstrates the versatility of
DL models, as they can be adapted to address complex and
specific problems within the Industry 5.0 environment.

On the other hand, RL seems like a potential option in the
context of Industry 5.0 when taking into account the dynamic
nature of industrial operations. For example, multi-agent RL
was utilized in the paper [133] for cooperative caching
and workload offloading in Multi-access Edge Computing
(MEC). The multi-agent deep deterministic policy gradients
technique was specifically suggested by the authors for usage
on actor-critic networks at each MTA (machine-type agent).
The MTAs then swap their locally learned models to create
a global model. The efficacy of this multi-agent MEC system
is predicated on the idea that all edge nodes can interact
flawlessly with one another throughout the training phase.
However, due to inadequate connectivity between edge nodes
and extremely dynamic network topologies in many real-world
circumstances, such an assumption may not hold. Additionally,
some frameworks combine RL with FL, as the one described
in [134]. Within industrial IoT networks, the authors of
this paper presented a deep-federated reinforcement learning
(DFRL) technique to help with dynamic resource allocation
and network management. To provide slice-based resource
allocation in Industrial IoT, the plan used Deep Federated
Q-Learning (DFQL). The authors presented two strategies:
Multi-Agent Deep Q-Learning (MAQL), which dynamically
slices transmit power and spreading factor to maximize Quality
of Service (QoS) requirements, such as throughput and delay,
and FL, which is used to learn a multi-agent model to facilitate
decision-making on Industrial IoT virtual network slices.

Recently, an integrated FL-blockchain architecture was
developed for industrial IoT networks [135], to offer security
throughout the construction of IIoT systems. FL provides an
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answer to Industry 5.0’s privacy and productivity problems.
Using sophisticated selection methods, blockchain technology
(BCT) can be used to strengthen FL against the potential
of poisoning attacks. This cutting-edge technology amalgam
shows how safe and decentralized processes can be included in
the Industry 5.0 framework. To add security to the implemen-
tation of FL, citing [136] also uses blockchain. The industrial
sector has also seen extensive use of the GNN paradigm. For
example, to simulate the spatio-temporal interdependence of
heat reactions in additive manufacturing processes, the authors
of [137] used a GNN model. Their findings highlighted the
potential of GNN in the context of Industry 5.0 by show-
casing enhanced performance on lengthy thermal histories of
unknown geometries.

2) Robotics: GNN also plays an important role in the
robotics field, especially in understanding and interpreting
the environment as well as the interactions between different
entities. A GNN works by considering entities as nodes and the
interactions or relationships between these entities as edges,
forming a graph [138]. For instance, the research conducted
in [139] used robots to communicate, share information with
neighboring entities, and select actions through a GNN-
based learning framework. To capture the complex topological
properties and node features of these graphs, a Variational
Autoencoder (VAE) and GNN, known as NeatNet, have
been proposed [140]. This innovative architecture extracts a
low-dimensional latent preference vector from users based on
their arrangement of scenes, offering a powerful approach to
learning latent representations within graph-based systems.

In addition to GNN-based models, in the context of IIoT, RL
also plays a significant role in the field of robotics, primarily
because it offers a way for robots to autonomously learn
optimal behavior from their own experiences. Unlike other
forms of ML, which require a fixed training phase, RL allows
robots to continuously learn and improve their performance
over time. In this study [141], an end-to-end approach has
been proposed for mobile robot navigation in unknown envi-
ronments. By leveraging DRL, a mobile robot progressively
acquires knowledge about its surroundings by exploring the
environment. Consequently, it learns to navigate autonomously
toward a target destination relying solely on an RGB-D camera
for sensory input. This approach underscores the potential of
DRL to facilitate self-guided navigation systems in the realm
of robotics.

Similar to other IIoT applications, FL plays a crucial role
in robotics in several aspects, such as collaborative learning,
data privacy/security, communication overhead, and network
efficiency. Numerous scholarly contributions have been made
in this field. For instance, the authors of [142] and [143]
explored a federated imitation learning approach for cloud
robotics. Under this scheme, each robot contributes to the
training of an imitation Neural Network (NN) using its unique
sensor image dataset. The updated parameters are subsequently
offloaded to the cloud for knowledge fusion, where the server
aggregates the knowledge from various robots to construct
a robust learning model. The aggregated knowledge is then
disseminated back to the robots for the subsequent round
of learning, enabling them to gain insights from the shared

knowledge. Using this FL approach, the efficiency and accu-
racy of local robots in imitation learning can be significantly
enhanced compared to traditional centralized learning meth-
ods. This distributed learning strategy allows robots to draw
on the knowledge and experiences of other robots, thereby
augmenting their learning capabilities.

The importance of fog/edge computing in the context of
vertical domains in 5G communications and beyond has been
underlined in [144]. Fog/edge computing essentially decentral-
izes the cloud computing concept by relocating computational
resources closer to the network edge, thereby facilitating
lower-latency communication. In the realm of FL, fog/edge
computing offers the computational, network, and storage
resources required for robots to share, collaborate, and learn
tasks collectively. Edge computing was also used with FL
in [30] to facilitate cooperative learning between robotic
devices. Due to the inherent complexity and dynamic nature
of the system, each device operates its own unique RL model
to formulate its control policy. After developing a mature
policy model, the devices shared their parameters with a
central cloud server for aggregation. The experimental results
confirmed that the proposed method significantly enhances
learning performance, especially in terms of speed, across
different learning clients. Consequently, we can conclude that
the combination of cloud computing and fog/edge computing
can play a crucial role in enabling federated robotics, where
robots can collaborate, exchange knowledge, and collectively
improve their learning and performance through FL tech-
niques.

E. Lesson Learned

In this sub-section, we discuss the key lessons acquired from
using AI in different IoT applications.

1) IIoT for Smart Healthcare: IIoT has the potential to rev-
olutionize the realm of smart healthcare by infusing advanced
AI functionalities. This transformation can improve health-
care services, improve predictive analyzes for patients, and
reduce latency, all by fostering cooperation among various
entities, including patients, healthcare providers, and medical
institutions. For example, AI can provide different solutions
to combat the COVID-19 pandemic in several ways, such
as by supporting the prediction of outbreaks. We also find
that shallow models can be easier to interpret and explain
and may require fewer computational resources. However,
their performance may not be that strong when dealing with
complex patterns and large datasets. Additionally, CNN-based
models have been a key component of image processing
due to their ability to extract complex ideas from visual
data. Before we can use the CNN-based model on a large
scale, the computational cost must be addressed [46]. Modern
CNN models in particular have great inference accuracy,
but are becoming increasingly complicated with millions of
parameters. The IoT is moving toward edge computing, which
performs processing at or close to the data source, emphasizing
the need for effective and lightweight models. This is due to
the limited computational resources and storage capacity of
edge devices. We also find that FL can provide flexible and
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privacy-preserving healthcare applications. However, accord-
ing to [54], to address the issue of data heterogeneity in
distributed health IoT networks, personalized FL is essential
as it facilitates the development of high quality personalized
models.

2) IIoT for Smart City: AI techniques have been exten-
sively utilized to infuse intelligence into the realization of
smart cities. Their ability to manage large-scale data generated
from various sensors, devices, and human interactions in
real time gives them the ability to provide cities with smart
features. Most of the proposed AI-based smart city solutions
are based on DL models. These models are important for
extracting patterns from the data generated through ubiquitous
IoT devices. For example, DL helps improve the accuracy
and efficiency of surveillance systems, providing safer envi-
ronments by detecting anomalies or tracking objects across
camera networks. Also, DL can predict energy demand and
adjust supply accordingly, optimizing the use of renewable
energy sources and reducing energy waste. In addition, it
processes large volumes of environmental data from various
sensors in the city to predict water quality. Similarly, FL plays
a critical role in smart cities, particularly in addressing the
challenges related to data privacy and network efficiency. In
general, IIoT can enable smart cities to be more efficient,
intelligent, and privacy-preserving, making it a key technology
for their development and growth.

3) IIoT for Smart Transportation: Several possible appli-
cations of AI in smart transportation include autonomous
vehicles and traffic management. AI is the foundation for self-
driving cars and trucks, as it allows these vehicles to interpret
sensory data, make decisions in real time, and navigate the
environment safely without human intervention. It can power
advanced driver assistance systems (ADAS) to improve road
safety, offering features such as automatic braking, collision
avoidance, and lane departure warnings. Specifically, RL can
continually learn and adapt to new situations, which can
be particularly useful in complex and ever-changing traffic
scenarios. Moreover, a new generation of neural networks,
known as SNN, has been used for autonomous driving.
These models, known for their energy and computational
efficiency, can bring significant advances to the field of
autonomous vehicles, furthering the goal of full automation.
Furthermore, in the realm of traffic management, DL models,
especially GNNs, are revolutionizing the way we interpret
and respond to traffic data. These models can analyze real-
time traffic data, forecast congestion, and recommend the
most efficient routes for drivers. This is largely due to their
ability to extract significant information from complex, high-
dimensional, and unstructured datasets. Therefore, AI is not
only influencing, but actively shaping the future of smart
transportation.

4) IIoT for Smart Industry: Recently, IIoT has been intro-
duced to bring AI functions to the IoT to empower the
smart industry, including the advent of Industry 5.0 and
advances in robotics. Industry 5.0 often referred to as
the“cognitive industry”, marks a significant shift from automa-
tion to collaboration. It uses AI to enhance human-machine
interaction. The use of AI algorithms enables real-time

decision-making, predictive maintenance, and optimization of
production processes. In effect, AI contributes to more flexible,
efficient, and personalized production lines, while upholding
the value of human creativity and innovation. In particular,
RL can optimize process control and production planning,
leading to increased efficiency and reduced costs. RL can also
be used to train robots to perform complex tasks by learning
optimal strategies through trial and error. For example, an RL-
trained robot could learn the most efficient path to move parts
across a factory floor. However, GNNs offer valuable insight
and opportunities to improve various aspects of Industry 5.0,
thereby improving productivity and efficiency in the new
age of industrial operations. Furthermore, we find that RNN-
based models (e.g., GRU and LSTM) hold significant potential
for smart industry applications because industrial machinery
generally generates time-series data that can be analyzed to
predict failures.

In summary, ML, DL, RL, and FL solutions have great
potential in IIoT applications, their successful deployment
requires careful consideration of several factors, including data
quality, computational requirements, privacy, robustness, and
security.

IV. SECURITY ISSUES IN IIOT

As IIoT networks have become an integral part of our
lives, the use of learning algorithms in a variety of domains
(e.g., home, industry, and healthcare) can help commu-
nication processes and analytics with real-time responses.
However, the proliferation of IoT devices makes IoT mining
easy, and the lack of security standards and policies leaves
IIoT networks open to unauthorized attacks. Against this
background, understanding network attacks, confidentiality,
integrity, and intrusion is necessary to develop countermea-
sures.

A. Network Attacks

Network attacks, often known as cyberattacks, attempt to
obtain unauthorized access to or alter the regular operation of a
network or its components. These attacks can target any aspect
of a network. In what follows, we first present four typical
types of IIoT networks: denial-of-service attacks, poisoning
attacks, adversarial attacks, and membership inference attacks.
Then, we introduce some potential ways to evaluate the
security levels, along with some security standards.

1) Denial-of-Service Attacks: A denial-of-service (DoS)
attack is a kind of malicious attack that exploits the availability
of single or multiple interconnected IoT devices, sensors,
or sources to disrupt IIoT networks’ operation by flooding
them with lots of malicious requests or traffic. This type
of attack can target different layers of networks, such as
the transport layer, network layer, or application layer. There
are ways through which the attacker can be launched, such
as the specific vulnerabilities involving DNS, SMURF, or
ACK mechanisms, the limited resources of IoT devices (i.e.,
storage, bandwidth, authentication, authorization, encryption,
and firmware), or algorithms to inject noise, poison data, or
manipulate feedback to learning models.
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TABLE IV
SUMMARY OF IIOT APPLICATIONS

There are different ways to classify DoS attacks in IIoT
networks, depending on the criteria or perspective used. For
the target layer of the network [145], DoS attacks can be
distinguished by three types: (1) connection-oriented services
of the transport layer: SYN flooding, RST flooding, ACK
flooding and FIN flooding; (2) the routing or forwarding
functions of the network layer: ICMP flooding, SMURF,
FRAGGLE, and LAND; and (3) application-specific services
or protocols of the application layer: HTTP flooding, DNS
amplification, MQTT flooding, and NTP amplification. From
the perspective of source or technique [146], DoS attacks have
three types. First, a single-source DoS attack adopts UDP
flooding, ICMP flooding, and HTTP flooding methods to send
a large amount of traffic or requests to a target service or

network. Second, a multi-source DoS attack uses TCP-SYN
flooding, DNS amplification, or SMURF to form a botnet
or a network of zombies that coordinate the attack. Third, a
reflective DoS attack relies on a third-party service or network
as a reflector to amplify the attack traffic or requests. A typical
attack example is that an attacker sends spoofed packets or
requests based on the amplification mechanisms of DNS, NTP,
and SSDP to the reflector, which then responds to the target
with a larger amount of traffic or requests than the original
ones. In addition to that, DoS attacks can also be classified
based on impacts in that this affects ML-based systems [147],
consisting of:

• Poisoning data: A volume of malicious or noisy data
will be injected into learning-based systems to corrupt the
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TABLE V
SUMMARY OF IIOT APPLICATIONS (CONTINUED)

training or the feedback data process, thereby degrading
the performance or accuracy of the learning model or
algorithm or even causing it to produce wrong or harmful
outputs. For example, an attacker can poison the data of
learning-based systems that control a smart traffic light
by sending fake vehicle counts or speeds, causing traffic
jams or accidents.

• Model evasion: These attacks craft adversarial input
to evade detection or classification of learning-based
systems, allowing them to bypass security or func-
tionality. For example, an attacker alters the power
consumption patterns or adds noise to avoid detec-
tion of the smart grid, causing power outages or
damage.
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• Model extraction: These attacks query learning-based
systems with carefully designed inputs and observe their
outputs to extract or steal the parameters or the structure,
leading to critical issues of intellectual property and
privacy, or even enabling further attacks such as model
evasion or poisoning. For example, an attacker sends fake
patient records or symptoms to extract the model of a
smart health service, causing financial losses or privacy
breaches.

DoS attacks in intelligent IoT networks might jeopardize
the security, privacy, and operation of the devices, services,
and applications [148], and some of the potential risks that
this type of attack brings, therefore, include:

• Service disruption: The availability and reliability of IoT
services or smart applications (e.g., health, network, and
transportation) can be disrupted or deteriorated, causing
users or consumers annoyance, irritation, or even danger.
For example, a DoS attack on a smart metering network
can disrupt the billing and payment process, or in a
connected vehicle network it can interfere with navigation
and safety features.

• Resource exhaustion: IoT devices or networks with lim-
ited resources in terms of battery, memory, bandwidth,
and CPU can be consumed or drained, resulting in
decreased performance or functionality, or even irre-
versible damage. For example, a DoS attack on a smart
farming network can drain the batteries of the sensors
and actuators, or in an industrial automation network it
can overload the controllers and actuators.

• Data loss of theft: Uncertainty about the integrity or
confidentiality of data collected, processed, or transmitted
by IoT devices or networks can result in data corruption,
deletion, leakage, or manipulation, which can violate the
privacy or security of users or organizations who own or
use the data.

• Financial losses: The consequences involved of
DoS attacks on individuals or organizations could
be distinguished by: (1) direct losses, mostly the
costs of repairing, replacing, and upgrading IoT
devices/networks, paying fines/compensations, and losing
revenues/customers; and (2) indirect losses, normally the
costs of losing reputation, trust, or competitiveness in the
market.

To reduce the potential risks brought about by DoS attacks,
the implementation of IIoT networks should consider some of
the following possible solutions. First, building out features
involved network monitoring and anomaly detection by adopt-
ing NetFlow and SNMP approaches and/or learning-based
solutions, for example, IDS or intrusion prevention system
(IPS), to identify anomalous or malicious traffic patterns (e.g.,
volume, frequency, source, destination, and protocol), thus
being able to detect DoS attacks in time and trigger appropriate
countermeasures, such as filtering, blocking, or diverting the
attack traffic. Second, it is considered to employ a software-
defined networking approach in order to separate the control
and data planes and centralize network management and
configuration, increasing the visibility and flexibility of IIoT
networks, as well as enabling dynamic changes and adaptive

responses to DoS attacks, for example, routing paths, band-
width allocation, and security policies. Third, the adoption of
consensus mechanisms in BCT in distributed and decentralized
networks helps them verify and validate any transactions or
events from the network entities, which enhances the security
and trustworthiness of the network and prevents spoofing or
tampering with network data or devices.

2) Poisoning Attacks: Poisoning attacks are a type of
attack that takes advantage of vulnerabilities in learning-
based systems (e.g., insecure data collection and transmission,
lack of encryption and authentication, heterogeneous and
distributed architecture, and limited resources and capabilities)
to corrupt or degrade their ML models through introducing
malicious data into the dataset. This type of attack is often
executed before or during the model’s learning or training
phase. Usually, it takes advantage of some techniques such
as label flipping, data injection, data modification, or data
deletion [149].

Based on the attacker’s goal and method, poisoning attacks
can be distinguished by twofold. First, called poisoning
attacks, the attacker aims to destroy the ML model, causing
it to learn wrong or biased patterns, such as overfitting,
underfitting, or skewed distribution. Automated transportation,
healthcare, and industrial control systems are potential tar-
gets, where the two most frequent targets are recommender
systems [150] and crowdsourcing systems [151]. Second,
called backdoor poisoning attacks, the attacker aims to implant
a hidden functionality or behavior into the ML model, making
it produce incorrect or undesirable outputs for specific inputs
that trigger the backdoor, such as a predefined class or label.
An illustration of this attack is that adversaries, through the
aid of internal staff or intrusion systems, refine the centralized
and formatted iterative parameters in centralized learning
networks or pretend to be legitimate clients to upload infected
parameters to IIoT servers in distributed learning networks.

The involvement of multiple IoT devices/targets and the het-
erogeneity of system architectures coexisting in IIoT networks
make them vulnerable to poisoning attacks. Consequently,
there are several potential risks that poisoning attacks pose to
IIoT networks, such as

• Data leakage or manipulation: Data collected and pro-
cessed by IoT devices (e.g., sensors, cameras, or smart
meters) may have their confidentiality and integrity com-
promised. In smart agriculture, industrial automation,
or smart metering applications, the leakage of sensitive
information from these systems leads to privacy breaches,
financial losses, or operational failures. For instance,
if smart farming networks train their learning model
based on poisoned data, the farmers’ personal information
trained by these models can be disclosed, which might
then be used to manipulate the crop yield predictions or
sabotage the irrigation system.

• Model misbehavior or malfunction: It compromises
the functionality and reliability of the learning model
deployed on edge devices or IoT devices, such as network
intrusion detection systems (NIDS), traffic classification
systems, or recommendation systems. For example, when
the labels or features of the training data in a medical
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diagnosis system are modified, the learning model may
misdiagnose patients or prescribe the wrong treatments,
endangering their lives. On another front, the learning
model might miss real attacks, raise false alarms, or favor
certain attackers when network intrusion detection in IoT
environments is trained with poisoned data.

• Physical harm or damage: The operation of the IIoT
system is not safe and secure. As training data are
poisoned, the predicted outcome or guidance of the
learning model can be erratic or dangerous in certain
situations, such as ignoring traffic signs, colliding with
obstacles, or attacking humans, leading to accidents,
injuries, or deaths. For example, autonomous driving in
IoT environments can ignore stop signs, swerve into other
lanes, or hit pedestrians.

• Distributed services: The availability and scalability of
the IoT network, such as cloud servers, edge servers,
or IoT devices, become invalid. For example, adversarial
examples generated using GANs might be exploited
to poison the FL process among multiple IoT devices
or edge servers, making them overload their CPU and
memory usage, thereby slowing down their response time,
causing network congestion, or even shutting down the
network services.

From the above risk, it is clear that to protect and maintain
the operation of IIoT networks, there are three critical works.
First, training data should be cleaned of any noise, outliers, or
anomalies before feeding them to the learning model, reducing
all possible impacts of poisoning attacks. Second, the machine
learning model is required to be able to resist poisoning
attacks using different methods, such as regularization, outlier
detection, or adversary training. Third, data aggregation must
be protected from multiple sources in a distributed machine
learning system using cryptographic protocols, such as homo-
morphic encryption (HE) or secret sharing.

3) Adversarial Attacks: Adversarial attacks are a type of
attack that focuses on generating slightly modified inputs from
the original ones to deceive an ML model into producing
incorrect or undesirable outputs, such as misclassification,
misrecognition, or misbehavior. Typically, such attacks exploit
the vulnerability of IIoT networks that involve biased training
data, vulnerable underlying models, and fabricated features,
and these attacks mainly target the inference or testing phase
in which the learning model has been trained and deployed.

Adversarial attacks can be classified in different ways,
depending on the criteria used or the knowledge models. From
a criterion perspective, there are four main types of adversarial
attacks. First, non-targeted attacks cause learning models to
generate incorrect or undesirable output without specific class
or label control using small perturbations or random noise.
Second, targeted attacks attempt to make learning models
produce incorrect or desirable outputs using methods such
as optimizing perturbations or creating adversarial examples
that resemble the target class. Third, universal attacks cheat
learning models to produce incorrect or undesirable outputs
for input data using methods like finding perturbations or
generating adversarial examples. Fourth, physical attacks aim
to manipulate learning models to produce incorrect outputs for

real-world input data using methods like modifying objects,
adding stickers, or projecting images or patterns. In compari-
son, non-targeted attacks are the most general and easiest type
of attack, as they do not require any knowledge or control over
the output as in targeted attacks. In contrast, universal attacks
do not require any knowledge or access to the input data, and
thus they are more challenging and powerful than targeted or
non-targeted attacks. However, physical attacks are said to be
more practical than the three above attacks, as they do not
require any digital manipulation of the input data. Meanwhile,
the classification of adversarial attacks based on the knowledge
models includes:

• White-box attacks: The attacker has full or partial access
and information about the learning model (i.e., architec-
ture, parameters, gradients, or training data), which are
then exploited in conjunction with techniques, such as
gradient-based methods, optimization-based methods, or
transformation-based methods, to craft more effective and
targeted adversarial input [152]. For example, an attacker
may use white-box attacks to fool an image classifier that
uses a CNN model by using a fast gradient sign method
or other gradient-based methods.

• Grey-box attacks: The attacker has some access and
information on learning models, including the kind of
model, number of layers, or activation functions, but
not enough exact weights or values to perform a white-
box attack. Gray-box attacks typically use this partial
knowledge in combination with zeroth-order optimization
methods, decision-based methods, or score-based meth-
ods to improve the efficiency and effectiveness of
black-box attacks [153]. For example, an attacker may
use gray box attacks to compromise a face recognition
system that builds a deep-metric learning model by using
model extraction or other optimization techniques.

• Black-box attacks: The attacker has no or limited access
to information about the learning model (e.g., input-
output behavior, confidence scores, or feedback). This
type of attack only relies on trial-and-error methods
or surrogate models to generate adversarial input using
query-based methods, transfer-based methods, or genera-
tive methods [154]. For example, an attacker may employ
black-box attacks to bypass a network intrusion detection
system that uses a DL model in an IoT environment.

As adversarial attacks have diverse attack methods, the
potential risk produced by this attack also leads to numerous
disadvantages to the development of IIoT networks, including

• Data leakage or manipulation: Data processed by
intelligent networks, such as patient records, financial
transactions, or personal information, can be compro-
mised in terms of confidentiality and integrity. For
example, an attacker may use structured query language
injection to access or modify sensitive data in a Web
application’s database that uses IoT devices to collect and
store data.

• Device impersonation or hijacking: The authenticity
and availability of devices connected to the intelligent
network, such as medical devices, smart meters, or cam-
eras, are no longer guaranteed. For example, an attacker
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may use hard-coded keys to decrypt communications
or spoof the identities of legitimate devices on an IoT
medical device interface.

• Network intrusion or disruption: The functionality and
reliability of the intelligent network, such as NIDS, traffic
classification systems, or device identification systems,
can be destroyed. For example, an attacker may use
adversarial examples to evade detection or mislead clas-
sification by a DL-based NIDS in IoT environments.

• Physical harm or damage: The safety and security of
the physical world, such as autonomous vehicles, drones,
or robots, have vanished. These allow an attacker, for
example, to use stickers or paint to create an adversarial
stop sign that an autonomous vehicle will interpret as a
yield or other sign.

To address these risks, learning-based systems are required to
add some features. First, adversarial training; this approach
allows the target systems to be trained from both normal and
adverbial examples, and hence it can learn to resist gradient-
based and black-box attacks. Second, the defensive distillation,
the learning model is trained as a distilled model capable
of mimicking the original model but with less sensitivity to
input variations, making it harder for the attacker to generate
adversarial examples. Third, randomness is added to the input
or output of the target system, making it unpredictable for the
black-box or gray-box attacker.

4) Membership Inference Attacks: This type of attack
refers to the case where the adversary attempts to infer
whether the data of a given IoT user are trained by a train-
ing/query learning model [155]. The information conjectured
by the adversary is then applicable to launch the physical-
layer authentication of heterogeneous IoT devices or service
providers [156]. Typically, an attack workflow includes three
phases: (1) creating a shadow model dataset that emulates
the original training dataset based on the knowledge of
black-box mode, white-box mode, and gray-box mode; (2)
training shadow models to mimic the target model; and (3)
developing attack classifiers to acquire differences between
the target model on training data and behavior on unseen
inputs. Membership inference attacks can be classified into
three levels:

• Model-based attacks: The adversary uses the outputs
generated by the learning model, such as predicted class
labels or probabilities, to deduce if the behavior of the
model is in agreement with the individual’s data during
training [157].

• Data-training-based attacks: The adversary uses the
model’s training logs or side-channel information during
the training to extract information related to the model’s
training data (i.e., size, structure, or distribution), from
which the necessary information is inferred [158].

• Model-free attacks: This form of attack does not require
knowledge of the learning model or training data. Instead,
it relies on statistical tools to analyze and identify
discrepancies between the model output and a set of
known outputs [159].

Accordingly, the potential risks of this attack on IIoT
networks can be faced as follows:

• Privacy violations: By successfully inferring whether
a particular user’s data were part of the training set,
an attacker can compromise that user’s privacy, which
consists of the user’s behavior, habits, or other personal
information.

• Information leakage: Sensitive data, such as health
records or financial information, could be exposed by this
attack if access is successfully launched.

• Undermining integrity: This attack can manipulate the
model’s output by feeding it with adversarial data, leading
to incorrect or harmful decisions being made based on
the manipulated data.

• Loss of trust: If users lose confidence in IoT networks’
security and privacy due to successful membership-
inference attacks, they may be less likely to use or even
have no adoption of smart applications in the future.

From the above risks brought by membership inference
attacks, IIoT systems should consider the three techniques
listed below. First, differential privacy exploitation can prevent
an attacker from deducing the membership status of a data
sample by adding random noise to the data or model parame-
ters. Second, applying adversarial regularization, which trains
the model to minimize the difference between the outputs
of member and non-member samples, prevents an attacker
from distinguishing them. Third, taking advantage of proactive
defense, i.e., building a shadow model and fooling the attacker
by sending false alerts or misleading information, is to reduce
membership inference attack accuracy and prevent information
leakage from the wireless signal classifier.

5) Attack Measurements: From the above-mentioned
examples, it can be seen that there are various types of
network attacks. Therefore, it raises the question of how to
evaluate the security level of existing IoT networks. In fact,
there are many ways, and they depend on each application-
specific. 1) Perform a threat and risk analysis to identify
assets, threats, vulnerabilities, and impacts of IoT security
breaches [160], 2) Apply a security requirements engineering
approach to evaluate and prioritize security requirements for
IoT devices, software, and data [161], 3) Use a security
testing framework to assess the security properties and
performance of IoT devices and software under different
scenarios and attacks [162], [163], 4) Using a security
evaluation standard or certification scheme to measure the
security level of IoT devices and software against predefined
criteria and best practices [164]. Moreover, the method
should evaluate the security of AI models and IIoT systems
before they are deployed in practice. Therefore, the security
evaluation framework should be developed and designed
considering the large-scale nature of IoT systems, non-IID
data characteristics of AI training data, and the heterogeneous
nature of network scenarios. Furthermore, it is important
to develop security methods towards the standardization
of IoT, AI, communications, and IIoT. There have been
several standardization bodies, such as the Security Evaluation
Standard for IoT Platforms (SESIP) [165], Common Criteria
for Information Technology Security Evaluation (CC) [166],
IEEE 802.11 series [167], ETSI TS 103 645 [168], and details
of other standards with specific use cases [169], [170]. It
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is expected that there will be more and more collaborative
research work and projects between different stakeholders in
this exciting IIoT area, and this may result in the development
of new standards or significant updates to the existing
standards of security and privacy in IIoT.

B. Confidentiality

Confidentiality is one of the security criteria for IIoT
networks, as data and information created by IoT devices
and systems should be available only to authorized users and
systems. Confidentiality can help prevent unlawful exposure
or leakage of sensitive or private information, such as personal
information, health records, and location data. To ensure con-
fidentiality in IIoT networks, there are three main approaches:
cryptography, access control, and information flow tracking.

1) Cryptography: Cryptography encrypts the data using
mathematical techniques to make them unreadable to unau-
thorized parties. For example, a user may need to have
a secret key or a certificate to decrypt the data. Despite
cryptography, which can protect data during transmission
or storage, it cannot ensure data secrecy once it has been
decrypted. Furthermore, the scarcity of resources from IoT
devices limits their ability to perform complex cryptographic
operations or store large quantities of keys or certificates. In
this context, it is necessary to develop confidentiality solutions
for IoT that are lightweight, efficient, and adaptive to resource
constraints.

In terms of the above requirements, a good solution for
encryption of raw IoT data during data acquisition is to use
the compressive sensing scheme to increase secure interactions
between IoT devices and the cloud [171]. Furthermore, the
application of symmetric and asymmetric cryptosystems, that
is, the advanced encryption standard (AES), the message digest
algorithm (MD5), and the elliptic curve cryptography (ECC),
should also be combined transmission protocols to encrypt the
data during transmission [172].

In particular, exploiting outsourced services, such as fog
and edge computing, to reduce the computational and stor-
age burden on IoT devices might be prone to vulnerability
with sensitive information. In this context, HE emerges as
a powerful technique for computing encrypted data without
decrypting it. However, ensuring real-time response with HE
in IoT networks is a challenge. Driven by this fact, to speed
up encryption and decryption operations and reduce the power
consumption of HE, some specialized hardware has been
realized, such as the Cheetah acceleration architecture for
server-side HE DNN inference in [173], a new hardware
architecture for Brakerski, Vaikuntanathan full HE scheme
using Field Programmable Gate Array (FPGA) [174], and a
novel confused modulo projection-based fully HE algorithm
using graphics processing units (GPUs) to support floating-
point operations [175]. On the other hand, exploiting HE is
not an easy task for IoT devices due to its complex nature. To
this end, the authors of [176] proposed two HE techniques.
The first technique is to encrypt plaintext with somewhat
HE while converting somewhat HE ciphertext to fully HE
ciphertext on the cloud service side. The second technique is

to encrypt plaintext with TRIVIUM and the TRIVIUM key
is then encrypted with somewhat HE. In [177], the authors
proposed a suite of context-sensitive encryption protocols that
only encrypt data according to the device specifications and
the level of confidentiality of the data, while the rest are in
plaintext. In [178], the authors introduced lightweight privacy-
preserving data aggregation for fog computing-enhanced IoT
based on the combination of homomorphic Paillier encryp-
tion, Chinese Remainder Theorem, and one-way hash chain
techniques. Another illustrative scheme is to employ a new
energy-efficient IoT security system in [179]. With propor-
tional offloading, secure MQTT protocols enable IoT devices
to offload data to fog nodes and/or cloud centers according
to the computational power required by message packets to
effectively use energy. At fog nodes and/or the cloud, the
MQTT payloads will then be encrypted using a HE technique,
called ECC–ElGamal.

Meanwhile, data aggregation and management are becom-
ing difficult due to the diverse types of IIoT architectures. To
deal with such demands, some recent work has built several
learning-based networks that combine encryption approaches
during training and learning. For instance, a DL-based network
has been proposed in [180] to encrypt and decrypt the
medical image. The work in [181] presented an ML-based
AES algorithm against adversaries. To prevent risks involving
model extraction and reverse attacks, the work in [182]
proposed a data aggregation framework for distributed FL
IoT scenarios. As described at the bottom of Fig. 7, the
user data will be locally trained and encrypted before aggre-
gating by the server using the masked trained model to
generate a global model. Unlike [182], the work in [183]
designed a blockchain-enabled HE model to achieve the
double goal of data privacy and model privacy. As shown
in the top of Fig. 7, after locally training raw data from
IoT environments, the generated local results are uploaded
to the cloud. In that regard, the global aggregation and
update model procedure includes two steps. First, the RAFT
consensus algorithm is utilized to achieve logical separation
for distributed computing, where the data executor allocates
some distributed data streams on multiple nodes indexed
from 1 to N with the same set of state transitions. In
every node, the node manager regulates the data analysis and
database as SparkContext for the Spark function, while the
resource manager administers all nodes via the Spark com-
puting platform. Second, data protection aggregation tactics
are adopted, where data from multiple nodes are encrypted
using differential privacy and HE based on the respective
Laplace and Paillier cryptosystems. These encrypted data will
then be separately trained by K-means, random forest, and
AdaBoost. As such, all data are summarized, while private
models can be aggregated. Later, these global outcomes are
fed into the federation procedure to construct a federation
model.

2) Access Control: Access control governs established
norms and rules to ensure that only authorized entities have
access to data. For example, a user may need to provide a
password, a biometric feature, or a role to access the data.
However, access control cannot manage how the data are
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Fig. 7. Data FL aggregation using blockchain-enabled EH (the top) and local encryption (the bottom).

used or propagated after they are accessed. Furthermore, the
exchange of large volumes of data among a large number of
heterogeneous IoT devices and systems is quite difficult to
build and deploy scalable confidentiality solutions that can
handle the diversity and complexity of IoT situations.

Following that, access control protocols must design
efficient key management mechanisms capable of flexibly
generating, distributing, updating, and revoking keys (e.g., a
unique password, zero-knowledge proof, mutual authentica-
tion, public-key cryptography, and digital signatures) for IoT
devices in a secure and scalable manner. Depending on each
application, the realization of key management mechanisms
can be built by the following criteria:

a) Authentication factor: IoT environments constrained by
physical size, internal capacity, and other storage allo-
cations define two authentication factors. First, identity
factors refer to the use of cryptographic techniques, such
as symmetric, asymmetric, and hash functions [184].
Second, context factors are based on the basic character-
istics of wireless communication to generate keys, tags,
and fingerprints [185].

b) Token-based authentication: The communication session
occurs for a short period of time in digital IoT contexts,
which are particularly sensitive to temporal fluctuations
and high-security standards. Instead of using a com-
bination of username or password per communication,
token-based authentication offers a strong link between
users and smart devices, while reducing the risk of stolen

authentication factors for misuse, such as autonomous
vehicle systems [186] or biometric systems [187].

c) Authentication process: For IoT systems built with a
trusted entity, one-way authentication can be applied to
achieve lightweight communication, for example, using
human body characteristics (e.g., voice, face, finger-
print, and gait) in biometric traits authentication [188].
However, such a scheme is susceptible to spoofing
or impersonation in complex IoT environments (e.g.,
smart health, smart home, smart cities). To protect IoT
information between any two IoT entities and / or
with third-party service providers, it is required to use
two-way authentication [189] or three-way authentica-
tion [190].

d) Authentication methodology: To efficiently manage the
identity of the accessing devices, IIoT networks tend
to stipulate their architecture in terms of centralization,
distribution, or decentralization. Thanks to a trusted
third party (TTP), centralized authentication allows
communication entity credentials to be managed and
shared to ease the burden of infrastructure deploy-
ment. Meanwhile, to reduce peer-to-peer authentication
failures through IoT nodes, servers, or base station
in centralized fashions, distributed and decentralized
authentications are administered at both nodes/devices
and the network [191].

e) Authentication tier: The authentication mechanism is
distinctly specified by perception tiers, communication
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tiers (including data link, network, and transport layers),
and application tiers [192]. The perception level interacts
directly with the environment to collect raw IoT data,
which requires a proper authentication mechanism for
all hardware involved in the IoT network to combat tag
cloning, RFID eavesdropping, fake information broad-
casting, and RF jamming approaches before launching a
DoS attack. At the communication level, the information
collected by the perception layer will be synchronized
and transferred over the mobile/private network, the
wireless and wired network, and the communication
protocols; however, the authentication mechanism could
easily be destroyed due to network congestion with
large amounts of data transmitted by DDoS attacks.
Meanwhile, the application-tier interface mostly delivers
custom-made services based on the individual user’s
requirements.

3) Tracking Information Flow: This method tracks how
data flows within the system and prevents it from reaching
places where the confidentiality policy is violated. For exam-
ple, IoT users are required to have a certain security level
or permission to access the data. Information flow analysis
can enforce the confidentiality policy throughout the system;
however, it is difficult to implement or verify in complex or
dynamic scenarios when sharing and storing data.

In this context, blockchain-based technology has been rec-
ognized as a particularly useful solution to handle sharing
issues by exploiting smart contracts, distributed ledgers, or
consensus mechanisms. For example, in [193], a blockchain-
based decentralized distributed storage and sharing scheme,
called the IoTChain model, has been developed to enable
data encryption and fine-grained access control. In such a
model, attribute-based encryption (ABE) plays the role of
granular permission, while the Ethereum blockchain is respon-
sible for controlling access. Instead of relying on TTPs, the
work in [194] introduced secure data-sharing systems that
relied on key aggregate searchable encryption and blockchain
technologies, allowing owners to have all their ability to
use, share and manage their data. On the other hand, ABE
has also been attractive as it allows data to be safely
stored in untrusted storage, for example, physically accessible
sensors, hackable publish-subscribe brokers, and third-party
cloud servers [195]. In addition to that, a new deoxyri-
bonucleic acid (DNA) cryptosystem for cloud-based IoT
infrastructure has been proposed in [196] to hide and encrypt
confidential data in an image before storage using a long
secret key.

C. Integrity

Integrity is a security property that means maintaining
and ensuring the accuracy and completeness of data and
information in IoT environments. Maintaining integrity is
essential to ensure that the data and information collected
and transmitted by IoT devices are trustworthy and reliable.
However, it is still an open challenge because wireless trans-
mission in IoT applications can cause errors or erasures in
the data due to many reasons, such as attenuation, distortion,

noise, and storage. Following that, in order to realize the
integrity property for data and information, the most important
task is to determine three states of information along the
path between network nodes: (1) In-state motion, the data
information journey is required unchanged from the IoT device
to the cloud application, (2) In an idle state, stored information
programs must authenticate data information by startup, (3) In
state processes, checking integrity is required to perform peri-
odically during operation and even with startup and shutdown.
Accordingly, several possible methods to guarantee integrity
have been developed for IIoT systems, such as a symmetric
cryptographic algorithm, a secure hash algorithm, a message
integrity check (MIC), and a checksum and cyclic redundancy
check (CRC). However, depending on each application, these
will be exploited in different manners.

Wearable sensors have attracted considerable attention in
the medical field of IoT due to their ability to allow simple
monitoring of human health through biochemical identifi-
cation [49]. However, their widespread adoption limits the
ability of intelligent learning networks to perform multiple
tasks and ensure data integrity. To this end, some recent
efforts have focused on building automated security systems
based on data impact anomaly detection and classification,
checking the integrity of electrocardiogram (ECG) data [197],
tracing the root cause of integrity compromise [198],
and leveraging blockchain to improve the data integrity
of food and drug administration (FDA)-approved medical
wearables [199].

A smart home can make life more convenient than ever,
but in return, it also involves a lot of data integrity concerns
due to the complex coexistence of devices. Furthermore, the
deployment of a multistep algorithm also results in a high
power consumption of the devices [200]. To solve these, the
work in [201] proposed a protocol for smart homes based
on symmetric cryptography by incorporating the BAN logic
and the Scyther tool. On the other hand, research in [202]
argues that the use of cryptographic signatures and smart
contracts still has vulnerabilities, and the use of smart home
blockchain networks can preserve data integrity and robust
security in different ways. In this context, [202] proposed
four different consensus algorithms, namely concatenated hash
transactions (CHT), Merkle hash tree (MHT), even modified
MHT, and modified MHT. At the same time, the work in [203]
utilized a hyper ledger fabric platform in conjunction with a
hyper ledger composer to track the flow data within the smart
home system. Meanwhile, the work in [204] relied on the
home gateway to aggregate all data information and design a
data structure so that the data tag information can not only
be efficiently and dynamically stored but also reduce local
storage pressure. Recently, the authors of [205] introduced
a new secure and trusted blockchain-based onion routing
framework, where the anonymity of targets is maintained by
storing and tracking the onion nodes’ threshold values through
the blockchain network while the sensor’s data requests
are classified as malicious or nonmalicious through LSTM
model.

In the smart grid, real-time energy management systems are
in charge of control, scheduling, and decision-making tasks
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and rely primarily on the state estimation process. Thus, it
is prone to a well-coordinated data integrity attack (DIA),
causing power outages and disordered generation dispatch. In
this context, the work in [206] designed a unified framework
of zero-parameter information DIA and countermeasure by
carefully looking at the system topology and branch parame-
ters. However, such a system-based model approach may be
limited to complex scenarios and presents new challenges in
the development of appropriate algorithms. To address this
limitation, some recent work is focusing on observation-driven
combined data driven system models [207], [208], [209]. For
example, the work in [207] designed a general solution with
three main steps: (1) determining all possible attack strategies
related to dynamic state estimation; (2) formulating the DIA
detection problem into a partially observable Markov decision
process; and (3) building a DL detection framework, where the
LSTM layer is used to extract anomalous state change while
the DRL algorithm aims to detect DIA. In [208], a two-stage
power state prediction and attack detection framework has
been proposed, where the first aim is to focus on power system
state prediction, while the second uses a Kullback-Leibler-
based binary classifier to detect false data injection attacks.
Unlike [208], the work in [209] proposed the voting-based
ensemble learning technique with an imbalanced training
dataset in the case of full alternating current but limited direct
current state estimation information.

However, in the IoT environment, issues such as hard-
ware failures, software corruption, or malicious intrusions
can disrupt communication. This often makes it difficult
for IoT devices to detect such events in a timely manner.
Consequently, ensuring data integrity verification emerges as
a paramount challenge in IoT storage security. By introducing
a TTP, the work in [210] demonstrated that their approach
based on a short signature algorithm can effectively reduce
the overhead of the hash function in the signature process.
However, the authors of [211] argued that the use of TTPs
might increase computational and communication overhead in
large-scale IoT data, and therefore introduce a new scheme,
named blockchain and bilinear mapping-based data integrity
(BB-DIS). In BB-DIS, collected IoT data is divided into
shards and homomorphic verifiable tags, and therefore its
integrity can be easily overseen by blockchain transactions. To
reduce the cost of certificate management, key escrow, or the
requirement of a secret channel per user, the work in [212]
developed an efficient certificate-based data integrity auditing
protocol for cloud-assisted wireless body area networks by
fixing the computational cost in tag generation for a data
block so that it is independent of the size of the data
block. On another front, the work in [213] claimed that only
considering storing a single copy in the cloud is inadequate;
it would be better to store multiple replicas in the cloud.
In order to simplify the authentication with only two hash
operations, a provable multicopy integrity auditing scheme
was suggested by leveraging the indistinguishable obfuscation
technique. In summary, securing integrity checks for cloud
services is critical to ensure that reliable IoT data are saved
and maintained, where employing blockchain techniques is a
great effort and was recently reviewed in [214].

D. Intrusion

Intrusion into intelligent IoT networks is a security threat
related to unauthorized access or attack on IoT devices,
data, or networks. Intrusion can jeopardize the confidential-
ity, integrity, and availability of the IoT system, resulting
in a variety of losses such as data theft, denial of ser-
vice, botnet infection, or malicious. Therefore, in IIoT
networks, it is important to have an IDS that can moni-
tor network traffic and detect any anomalous or malicious
activities. Besides, the security of the IoT system can be
also enhanced with IPS mechanisms in order to achieve
real-time protection, reduce false positives, and adapt to
dynamic environments. In what follows, we explore one
by one the recent IIoT intrusion detection and prevention
developments.

1) IIoT Intrusion Detection System: The presence of IDS
could be a device/software application that monitors any
suspicious activities and gives warnings about harmful activity
or policy violations. An IDS can be deployed in different
locations, such as host-based, network-based, protocol-
based, application protocol-based, or hybrid. There are three
common detection variants that IDS employs to monitor
intrusions:

• Signature-based detection: This type of attack can easily
detect known cyberattacks by looking for specific patterns
(e.g., byte sequences in network traffic or signatures);
however, it has difficulty detecting new attacks when no
pattern is available.

• Anomaly-based detection: This type of security system
takes advantage of ML to create a reliable operating
model and compares new behavior with the model,
thereby enabling the detection of unknown attacks, in part
due to the rapid development of anomalies. Compared
to traditional signature-based IDSs, this approach shows
better generalized properties as it is trained accord-
ing to specific application and hardware configurations.
However, they also yield more false positives.

• Reputation-based detection: Identify potential cyber
threats by reputation score.

Although the use of IDS does not stop the attack by itself,
it can be configured quickly and easily to detect known
and unknown threats and does not affect the performance or
availability of the network. Thus, the functionality of IDS has
been exploited and developed for distinct IIoT architectures.

In decentralized IDSs, the work in [215] merged SVM-
supervised ML into dedicated IDS agents to monitor and alert
the vicinity whenever a malicious node occurs. To fine-tune the
learning network’s ability to spatiotemporal representations,
the authors of [216] produced semi-supervised DL methods
through a multi-scale residual temporal convolutional module.
In addition, the work in [217] proposed a novel cluster-driven
ensemble learning algorithm to identify anomaly data in the
sensor measurement and control signal. Based on the available
data on edge devices, the FL framework has been used
efficiently to detect IoT network incursions, especially when
incorporating RL [218], AE model [219], and DNN [220].
Remarkably, FL-based RL showed superiority over the SVM-
steered IDS with accuracy and detection rates of 0.985 and
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96.5%, respectively. Furthermore, FLs are particularly bene-
ficial for softwarization of networks to achieve an accuracy
of 84.32% and detection rates up to 83.10% [221]. To
improve learning networks with decentralized heterogeneous
environments, some recent efforts have suggested the use of
adaptive learning IDS, for example, RL in [222] to classify the
monitored resource consumption parameters or segmented-FL
in [223] to aggregate a global model from shared parameter
among the workers and automatic segmentation of workers.
However, collaborative development of IDSs in these envi-
ronments can cause conflicts of interest. To this end, the
work in [224] designed decentralized Markov interaction-
distribution processes to initiate the information interaction
among agents. At the same time, the work in [225] looked
at the use of BCT to establish distributed trust between
participants. On the contrary, the work in [226] formulated
the problem of security, decentralization, and differential
privacy into three building blocks. First, a key exchange
protocol is responsible for securing the communicated weights
among all peers. Second, a differentially private gradient
exchange scheme aims to counteract privacy leaks. Last, a
decentralized FL is applied to mitigate the failure/attack risk
involving the aggregation server. Consequently, this approach
can achieve performance comparable to centralized learning
(approximately 94.37%) and outperforms the only FL-based
approach (93.91%) in accuracy. Compared to its FL-based
IDS counterparts in terms of F1 score, recall, and precision,
it, respectively, shows overall performance improvements of
12%, 13%, and 9%.

In distributed IDSs, the work in [227] presented a security
mechanism and a guarantee of true operation based on an
exact greedy boosting ensemble method for fog computing
nodes. Through the IoTID20 dataset for smart cities, the
results achieved by the modeling knowledge of the proposed
XGBoost algorithm provide superior attack classification
ability compared to modern ML techniques in distinguish-
ing normal and anomalies; specifically, the adoption of the
XGBoost algorithm for binary and multiclassifications has the
accuracy of 98% and 99%, respectively. Similarly, the work
in [228] deployed a Raspberry Pi cluster on a local area
network and demonstrated that the XGBoost can achieve a
recall of 89% in ADFA-LD datasets, a predicted inference
time of 130 ms compared to the cloud with 735 ms, and an
estimated running cost of 201 Indian rupees/month against
the cloud cost of 2051 Indian rupees/month. To reduce the
new attack detection time and complexity, the work in [229]
suggested using only adaptive online ML algorithms for
cooperative network IDSs. Meanwhile, the work in [230]
proposed a deep-IFS framework to address current scalability
and performance limitations in handling big IIoT traffic data.
Experimenting with BoT-IoT datasets, this framework not only
gains significant robust performance for binary classification
(accuracy: 99.75; F1-score: 98.14; AUC: 99.98, training time:
135.6s) but also the multiclass scenarios (accuracy: 99.77;
precision: 99.99; recall: 99.77; F1-measure: 99.88, training
time: 184.8s). In [231], a novel DeepAuditor approach has
been designed for multiple IoT devices through power auditing
to detect malicious behavior with up to 98.9% accuracy. To do

this, in DeepAuditor, a distributed CNN classifier focuses on
online inference in a laboratory setting, while encapsulated HE
and sliding-window protocols are used against data leakage
and reduce network redundancy.

2) IIoT Intrusion Prevention System: An IPS is a security
mechanism that not only detects intrusions but also prevents
or blocks them from affecting IoT systems. There are different
modes in which IPS can work, such as inline, tap, or span,
depending on how it interacts with the network traffic. Based
on the approach that IPS systems exploit to scan network
traffic in one or more detecting times, IPS can be distinguished
as follows:

• Signature-based detection: This type mainly analyzes
network packets and then compares them with pre-
configured and predetermined attack patterns known as
signatures.

• Statistical anomaly-based detection: This method uses
an established baseline to determine whether a pattern
observed in network traffic is abnormal or normal. For
example, the baseline describes how much bandwidth is
utilized and what protocols are used; if sample detection
deviates from this baseline, it is flagged as an anomaly.
This kind of protection is useful for detecting new threats,
but it also produces false positives when the legitimate
user uses resources that overwhelm the baseline or when
the baselines are not properly established.

• Stateful protocol analysis detection: This approach
detects protocol state violations by comparing observed
events to predefined profiles of commonly recognized
definitions of benign activity.

Although the realization of an IPS has significant hurdles (i.e.,
resource constraints, scalability concerns, and compatibility
issues with various IoT protocols and devices), they may
improve the security of an IoT system by offering real-time
protection, decreasing false positives, and responding to a
changing environment. Compared to IDS, an IPS can be
envisaged as an extension of an IDS as it stops the potential
attack from happening rather than just reporting it. For this
reason, IPSs can be considered the next step after IDS in the
progression of security technology.

In an effort to achieve decentralized IPSs, the authors
of [232] suggested the use of the multi-feature extraction
(MFE) process in cloud computing and the MFE-extreme
learning machine (ELM) algorithm to detect and discover
network intrusions to cloud nodes. Which, ELM directly learns
to use the least squares method instead of iterating to adjust
the neural network weights and biases of the nodes in the
hidden layer, thus gaining a faster learning speed and reducing
the risk of overfitting. In [233], a novel DNN-based multistage
hybrid intrusion detection and prevention system framework
was proposed to sequentially address the limitations of each
learning stage. Initially, conventional DNN detection models
learn, train, and validate the learning dataset. Misclassified or
classified samples with low confidence in decision are then
used to create a new dataset for next-stage DNN training.
Finally, a collaborative IPS capable of emergency response
will automatically mitigate attacks and detect anomalies. The
numerical results confirm that such a framework achieved
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excellent performance in the WUSTL-IIOT-2018 dataset, with
a detection accuracy of 99.99%, a false alarm rate ≤0.01%,
and an undetected rate of 0. 18% (that is, false negative rate).

In distributed IPSs, to prevent bot intrusion and control
the activities of the system, the work in [234] applied a
co-relation-based subset evaluation method combined with
a novel cascade forward back propagation neural network
model. Specifically, this approach evaluates each feature’s
ability to predict the class variable and measures the degree of
redundancy between the features. Here, the subset is generated
by selecting the variables having a high correlation with the
attack type and a low correlation among other features. Later,
extraneous and redundant features were removed to retain the
most prominent features of the training data set. Through
experiments on five popular bot datasets: NF-UNSW-NB15,
NF-ToN-IoT, NF-BoT-IoT, NF-CSE-CIC-IDS2018, and ToN-
IoT-Windows, this approach shows 100% accuracy on testing
of the subset and 97.3% accuracy for the full dataset. Similarly,
the work in [235] also proposed a feature selection based
on a genetic algorithm wrapper combined with the Nave
Bayes model to detect anomalies to reduce time complexity
by removing unnecessary attributes while improving accu-
rate predictions thanks to the security laboratory knowledge
discovery dataset. In [236], a new attack mitigation module
was integrated into the fog nodes to perform IDSs based on
supervised learning. When this module is activated, a drop
rule is applied to the MAC-IP address pair of the IoT device
that sent the malicious packets. To avoid blocking legitimate
traffic, a random timer is set before removing the drop rule.
The captured traffic is analyzed by the admin and used to
update the model if needed. If the mitigation module receives
uncertain input, denoted by a question mark, a drop rule is
set for a shorter random period. The administrator reviews the
traffic to determine whether it is an attack and updates the
model accordingly when necessary.

E. Countermeasures

1) Unreliable Communication: In the IoT network, count-
less systems coexist and interact with each other to support
human activities: home automation, grids, agriculture, trans-
portation, and healthcare services. However, such complex
environments generate new security threats related to data
breaches, identity theft, and unauthorized access to confi-
dential information. To address such challenges, researchers
have developed corresponding countermeasures using combi-
nations of cryptosystems with new technologies and strategies.
Researchers in [193] introduce an attribute-based access con-
trol and AES-128 encryption schemes to better encrypt IoT
streams before uploading to the interplanetary file system.
The elliptic curve Diffie-Hellman key exchange protocol, a
secure method of distributing private keys, enables data users
to access transaction details from the Ethereum blockchain and
retrieve their private keys if they forget them.

For the Internet of medical things aspect, the work in [180]
uses a DL-based approach to transfer the medical image into
two image domains, which include the original medical image
domain and the target domain (regarded as ’‘hidden factors”

to guide the learning model). DL-based encryption design
consists of two components: a generator and a discriminator.
The generator components create an image that resembles the
target domain, while the discriminator component encourages
the former to create images identical to those in the target
domain by recognizing the generated images. In this way, the
original medical image can be transformed into ciphertext in
the target domain. Accordingly, these ciphertext images can
be secure on the storage server from any unauthorized access.

For the aspects of the wireless sensor network (WSN), the
work in [181] overcomes the unpredictable nature of sensors
and wireless channels using a two-phase process. In the first
phase, DRL is used to identify energy-efficient and fault-
tolerant routes through interactions with the environment. In
the second phase, an AES cryptography-based deterministic
procedure is considered to produce cipher blocks. The encryp-
tion process includes two steps: i) a pseudorandom code, called
a keystream, is generated based on the function F given as

F = ks ∈ {0, 1}n + β,

where n represents the size of the individual keystream while
β implies the block of bits to initiate the starting variable. ii)
the cluster head j aggregates the data items D and uses AES
to perform an arithmetic modular operation on D and ks to
produce a cipher block Cj , which cannot be repeated twice
for data encryption.

Nevertheless, the symmetric solutions used above are still
resource-intensive, leaving a significant need for lightweight
cryptography for resource-constrained devices. To this end,
four algorithms defined as the latest ISO/IEC 29192 standards
(SPECK, SIMON, PRESENT, and CLEFIA) [237] should be
considered when designing learning methods. However, the
selection of these algorithms is contingent on the hardware
specifications of the IoT device in use, as well as the desired
degree of security. To be specific, SIMON is a Feistel network
block cipher optimized for hardware-based implementations,
supporting key sizes ranging from 64 to 256 bits and block
sizes from 32 to 128 bits. Conversely, SPECK is tailored for
software-based implementations with a low memory footprint
due to its code’s operations, enabling key sizes ranging from
128 to 256 bits and a block size of 128 bits. Meanwhile,
CLEFIA is used for both hardware and software implemen-
tations, supporting multiple key sizes ranging from 128 to
256 bits and accepting a 128-bit plaintext block. However,
it is prone to differential attacks. PRESENT, on the other
hand, is a hardware-oriented block cipher belonging to the
substitution-permutation network family of algorithms for
various applications that do not require high levels of security,
with a block size of 64 bits and key sizes of 80 and 128 bits.
Although it is susceptible to various attacks such as birthday
attacks, such risks can be well solved by encrypting large
datasets.

2) Unreliable Data Aggregation: Data generated by the
multitude of local IoT devices need to be collected by cloud or
edge servers to be used in training intelligent models. Despite
being encrypted through various security methods before
communication, aggregating data without additional protection
can still result in vulnerabilities (e.g., lost data, modified
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data, and leaked private identity/individual information) when
processing the sharing and querying tasks that impede the
development of trustworthy IIoT networks. Driven by these
issues, recent studies specify countermeasures by directly
encrypting collected IoT data during the period of aggregation
processes. Researchers in [182] proposed a novel encryption-
based FL solution, where Shamir Secret Sharing (SSS) and
the SSS homomorphism are used to back up the secret data
of users whenever a user breaks down and to support two
sets of shares, respectively. In particular, the communication
between the user and the server is executed in 6 rounds as
follows. Setup: the data are prepared. Keys Distribution: each
user generates a pair of public keys and shares a secret with
the other users. Keys Sharing: the input data is encrypted
by the users using secret sharing homomorphisms and then
transferred to the server as ciphertext. Model Collection: both
the server and users confirm the set of active users. Message
Check: the user encrypts the input data and sends them to
the server as ciphertext. Unmasking: the server calculates
an aggregated plaintext based on the collected shares and
ciphertexts and stops the aggregation process if the number of
receiving messages is less than the predefined number before
timeout. Then, a global model with the masked trained model
on the server will be returned to users for usage and retraining.

On the other hand, the authors of [238] suggested ultra-
lightweight data aggregation frameworks with DL protection
that do not require the maintenance of a secret key to
communicate with the aggregator by defining a two-phase
operation: enrollment and data aggregation. In the first phase,
the endpoint gateways send an enrollment request to the area
aggregator through a secure channel. The area aggregator
first generates a set of challenge requests to the sensor via
end-point gateways to collect a sufficient number of challenge-
response pairs. The internal characteristics of the original
physical unclonable function (PUF) are then estimated using
an ML-based training PUF model built in naive Bayes/linear
regression algorithms. In addition, a preselection and filtering
mechanism is also considered to eliminate the impact of
noisy data caused by the response of a PUF. In the end,
the area aggregator generates a unique id for the sensor
and stores it along with the trained PUF model in its secure
non-volatile memory while sending a copy version to the
end-point gateway. The latter will then ask the sensor to
disable the PUF to prevent illegal access. In the second phase,
for a particular session, a sensor randomly generates a pair
of the challenge and timestamps used as input of the PUF
response before encrypting them and the data collected by
this session with the PUF key. Upon receiving the encrypted
message from the sensor, the end-point gateway attaches
this message along with id and then sends it to the area
aggregator. For each received message, the aggregator loads
the trained PUF model and generates the PUF key to decrypt
this message, as well as check the validity of the timestamp
and challenge. When doing the same for the other message,
the aggregator can get and calculate the sum of all data
reads.

However, the practical designs of the DL approaches
in [182], [238] have not been focused on and are still limited

by interpretability problems, requirements for large amounts
of data, hard-to-design and tune parameters, and a high
complexity of computation. As such, to increase the diversity
of the model to improve the ability of representation and
feature extraction while maintaining the original merits of the
traditional model, it should be further considered with the
feature of a lightweight deep model [239] by constructing the
hierarchical and cascaded model structure. To achieve this, the
partial least squares approach is considered in order to model
the association between the observed and predicted variables
using latent variables when dealing with the problems of small
sample capacity, high variable dimension, or bad multiple
correlations.

3) Unreliable Data Storage: Secure data storage is always
a competitive area to prevent critical problems related to secret
key leakage or the replacement of sensitive data with files tam-
pered with by attackers. Consequently, many research efforts
have focused on integrating keys into data during the aggrega-
tion phase by leveraging conventional encryption mechanisms
and/or combining them with BCT. However, using such
cryptosystems typically requires enormous computing power
in the key generation algorithms, and the dissemination of such
public keys still presents risks, especially with collecting and
aggregating big IoT data. These certainly affect the ability to
store data securely. In this context, it is preferred to use DNA-
based cryptosystems along with advanced AI technologies
that allow encryption and decryption algorithms executed with
simple operations, thus improving significant computational
resources [240]. Moreover, when dealing with untrusted third
parties, masking encrypted confidential data in an image
before storage with a DNA cryptosystem designed in [196]
and distributing them with multiple replicas on untrusted
third parties/clouds as suggested in [213] could be promising
solutions not only to secure data storage but also to improve
IoT network resources.

4) Unreliable Learning: Decentralized and distributed IoT
architectures can ease the burden on central servers/clouds
by allocating resources and minimizing overheads more effi-
ciently than centralized ones. However, these also pose some
challenges in creating reliable learning frameworks. This
problem stems from the huge and diverse IoT data generated
by various intelligent IoT applications and devices along with
the presence of a multitier IoT network that can coexist with
other networks. Therefore, it is difficult to build standard
rules and a unified collaborative learning framework for data
sharing and training among parties. Moreover, this becomes
more difficult when some parties/clients are untrustworthy,
as they can manipulate the outputs sent to the server and
influence the training process in negative ways. In this context,
exploiting FL frameworks, aware of unreliable agents [241], as
well as combined IDP strategies [216], [223], [226] to reduce
the risk of failure/attack on the aggregation server and/or
combine with IPS [233], [234], [236] to solve the compu-
tational overhead in performing the training, detection, and
recognition process; the reliability of learning phases can be
improved.

5) Over-the-Air Firmware Updates: For IIoT networks,
over-the-air firmware updates by wireless capabilities are
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regarded as a common, flexible, and efficient approach that
enables updating new features, fixing bugs, supporting proto-
cols, and resolving known security vulnerabilities. However,
updating a large number of IoT devices like this appears
to open the door for potential attackers to compromise the
availability and integrity of firmware updates without access.
However, securing IoT devices becomes challenging due
to limited interaction abilities, battery power, sleep mode,
number of devices, and different properties such as system-on-
chip, manufacturers, providers, and communication protocols.
These make traditional security mechanisms difficult to adopt.
To protect the integrity of firmware update processes, it is
preferred to use a blockchain framework with smart con-
tracts in [242]. The framework involves six steps: 1) The
vendor service generates a new blockchain transaction ID
that includes the information of the target IoT device and the
SHA1 hash of the new firmware update; 2) This firmware
update will be sent to the target IoT device with ID; 3) After
receiving the firmware update binary, the IoT device calculates
the SHA1 hash; 4) The IoT device validates the update in
the distributed ledger with the calculated SHA1 hash and
transaction ID; 5) if validation succeeds, the IoT device
applies the firmware update and sends a status update to the
blockchain; otherwise, the firmware update process is aborted
and a failure notice is recorded; and 6) The vendor service
queries the blockchain to collect updated statistics to determine
further actions.

6) On-Device AI: The growth of IIoT is expected to be
widespread in both the vertical and horizontal domains. In
that sense, IoT devices will be equipped with microlearning
models capable of performing various tasks such as OCR,
face recognition, liveness detection, identification card and
bank card recognition, and translation. This approach helps
IIoT networks avoid sending users’ private data to the cloud,
eliminates the need for a network connection, and saves the
latency of back-and-forth communication. However, deploying
a large number of AIs on a device without proper control
raises significant security concerns regarding model privacy.
Hence, it is imperative to safeguard model privacy while
accessing untrusted AI accelerators for essential tasks. In
this context, there are two highly recommended methods
for secure on-device learning models: ShadowNet [243] and
MirrorNet [244]. ShadowNet is an exceptional framework
developed based on CNNs that transforms the weights of
linear layers before outsourcing them to the untrusted world
and then restores the results inside the trusted execution
environment (TEE). This allows the heavy linear layers of
the model to be securely outsourced for acceleration without
leaking the model weights. On the other hand, MirrorNet
is an excellent alternative that uses the input DNN model
as a backbone network and connects a lightweight mirror
network to it, which is stored in a secure world. This approach
effectively eliminates the vulnerability to model extraction
and meets the computational and storage limitations of the
TEE. The lightweight network is a crucial component of
the entire model and allows authorized users to perform
high-performance inference combined with the backbone
network.

V. PRIVACY ISSUES IN IIOT

The IIoT infrastructure for computation and communication
must not only be efficient and reliable but also be trustworthy.
While the efficiency of IIoT has been widely studied, critical
privacy concerns have received less attention, and the phase
of information collected, transmitted and analyzed, as well as
the ML training, is the most vulnerable. Private information
of interest might encompass payload data acquired by sensors
and IIoT devices, which are then transmitted through the
network to a centralized processing server or retransmitted
to other IIoT devices. For instance, when a medical IoT
transmits monitoring data to a remote hospital or doctor’s
office, sensitive information such as a patient’s blood pressure,
sugar level, and other vital signs becomes a significant privacy
concern. At the same time, privacy concerns may also arise for
context information, e.g., the location of a sensor, and for the
parameters of ML models fed with the data from the sensors.
Given the importance of information, it requires appropriate
protection from adversaries, and users should be fully aware
of the processing of their private data. While in the previous
section (Section IV) we focused on measures taken to protect
IIoT systems, data, and resources from unauthorized access, in
this section we focus on how to keep personal data confidential
and limit its collection, use, and disclosure without consent,
where confidentiality is only one aspect. As such, we will
describe the definition of privacy (Section V-A), attacks on
this set of information, that is, data (Section V-B), location
(Section V-C), and models (Section V-D), and possible coun-
termeasures (Section V-E). Finally, we summarize the main
trend for preservation of privacy in IIoT in Section V-F.

A. Privacy in IoT: Concepts and Principles

Although privacy is a very broad and multifaceted concept,
privacy in IIoT refers mainly to the exposure of information
from smart objects to the outside world [245]. Therefore, it
becomes crucial to acknowledge and regulate the utilization
and distribution of personal information by entities beyond
individual control. Privacy threats are commonly among the
primary concerns of users and can significantly impact the
adoption of new technologies, particularly in the context of
IIoT, where devices make use of personal information.

The work in [246] highlighted that privacy must be
approached from a design thinking perspective. In particular,
privacy must be incorporated by default into networked data
systems and technologies and become integral to organi-
zational priorities, project objectives, design processes, and
planning operations. Protection of privacy in the modern era
should follow the principles summarized in Table VI. From
these principles emerges how privacy by design requires archi-
tects and operators to keep the interests of the individual by
offering measures such as strong privacy defaults, appropriate
notice, and user-friendly options.

In addition to these principles, [247] also includes six more
principles:

1) Data minimization: To proactively prevent privacy risks,
it is essential to systematically minimize the amount
of data collected and processed. As a result, the
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TABLE VI
PRIVACY PRINCIPLES IN IIOT

development of software, information, and commu-
nication technologies and systems should start with
non-identifiable interactions and processes. Wherever
feasible, consistently identifiable and observable per-
sonal information should be limited to the minimum
necessary.

2) Informed consent: The terms are presented in a clear,
relevant, and transparent manner, enabling users to make
informed decisions about sharing certain information,
unless legally required. The level of data confidentiality
determines the quality of consent needed from users.

3) Transparency: Users should be provided with an
overview of how their data will be processed and used
during its utilization.

4) Verifiable preventive protection: Implement security
measures that may include verifiable measures.

5) Accuracy: Maintain accurate, complete, and up-to-date
personal information necessary to achieve the stated
objectives.

6) Possibility to withdraw consent: Allow users to revoke
their consent at any time and provide them with the
option to delete any shared information.

Although these principles may not guarantee the absolute
inviolability of users’ “personal lives”, failing to implement
privacy-by-design principles leaves the IIoT system vulnerable
to risks such as eavesdropping, spoofing, RF jamming, and
others reviewed in the following.

In the IIoT environment, the collection, use, and exchange
of user data are widespread practices. Reference [248] reviews
and identifies the most common threats to IoT privacy.

(a) Identification: An attacker can link identifiers, e.g., names
and addresses, to specific individuals. In traditional
centralized services, a large amount of information is
concentrated in a central location beyond the control of
the individuals. However, in the context of IoT, especially

in IIoT, the stages of interaction and data collection
become crucial, as the increased frequency of interactions
amplifies the risk of identification.

(b) Location and tracking: The location of users can be deter-
mined using various tools, e.g., GPS, Internet traffic, and
the location of smartphones. Instances of privacy breaches
have been detected, such as GPS tracking, disclosure of
personal details such as health conditions, and unease
related to surveillance or oversight.

(c) Profiling: Organizations gather relevant information
through interactions with various profiles and data sources
to customize electronic commerce. As IIoT evolves, not
only does the volume of data grow exponentially every
day, but the nature of the data also undergoes qualitative
changes, as it now includes previously inaccessible aspects
of an individual’s personal life.

(d) Interactions and presentations: The possibly large number
of smart items and new ways of communicating between
the system and the customer threatens confidentiality and
personal information, as the majority of such mechanisms
utilized for user interaction and feedback are inherently
public in nature, which can potentially compromise indi-
vidual privacy.

(e) Life cycle transitions: After IIoT products are sold and
eventually discarded, it has been confirmed that smart
devices retain a significant amount of historical data
accumulated throughout their lifetime that is not deleted
during transfer of ownership.

(f) Inventory attacks: An attacker can exploit unauthorized
access to personal items and features to gather information
and then use inventory data to identify and destroy
properties.

(g) Linking connections: The interconnections between var-
ious systems in the recent IIoT ecosystem make
unauthorized access and intrusion of personal data a
significant and serious threat.
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IIoT users are confounded by the above threats, partic-
ularly when they become aware that these devices collect
and transmit personal data without their full knowledge. In
addition, the new scenario of IIoT poses new challenges
that are unique and new compared to the traditional IoT
environment. Now we review the threats that can occur at the
data level (Section V-B), location level (Section V-C), model
level (Section V-D), and then some possible countermeasures
(Section V-E).

B. Data Privacy Leakage

Given the vast range of IIoT applications, e.g., remote
patient monitoring, energy consumption control, traffic con-
trol, smart parking system, and inventory management; for
all of them, users require the protection of their personal
information. The general defensive approach uses encryption
and authentication to protect privacy. However, because of
such a wide range, the literature presents diversified attempts
to address such an issue and ensure user data privacy. In
what follows, we differentiate these techniques, starting with
general approaches to protect user privacy, continuing with the
challenges in more specific use cases such as smart grids and
UAVs, and concluding with the data streams in IIoT scenarios.

1) User Privacy: A significant data privacy concern
involves the exposure of personal user information during its
transmission over the Internet [247], [249]. For instance, let’s
consider a scenario where a consumer named Bob makes a
purchase using his credit card for an item with an RFID tag.
An attacker could link Bob’s personal information (known to
cloud service providers) to the specific purchased object. Such
leakage of user information poses privacy threats, including
tracking, localization, and personalization risks. Additionally,
if Bob owns a set of interconnected objects, adversaries who
can differentiate ownership of certain items might also be
able to estimate ownership of the remaining objects. These
examples are issues that allow user profiling and tracking.
Moreover, smartphones and other mobile devices connected
to the Internet can reveal a user’s geographical location,
potentially compromising privacy. Therefore, it appears that
users have varying levels of privacy awareness and concern,
as information disclosure can occur to different degrees.

IIoT networks can include tens of thousands to millions
of devices, each with a unique set of characteristics such
as resource limitations, mobility, scalability, autonomy, and
interoperability. As a result, depending on the IIoT applica-
tions used, different privacy concerns arise. In the domain
of smart healthcare, the growing accessibility and prevalence
of personal health records on the Internet (e.g., via wearable
health monitors for blood pressure and heart rate, smart
apparel, and fitness trackers) can also give rise to significant
privacy concerns. In June 2015, a major privacy-violation
attack took place, in which malware infiltrated blood gas
analyzers to exploit hospital networks and illicitly obtain
confidential data [250]. Several international regulatory laws
designed to limit data access and safeguard the privacy of
medical data make it even more important to protect elec-
tronic health records. For example, in the USA, the Health

Insurance Portability and Accountability Act (HIPAA)2 and in
the European Union, the General Data Protection Regulation
(GDPR)3 completely rewrite the data management policy. As
a result, valuable data are frequently kept on site, for example,
specific hospitals, and the analysis through ML and DL models
takes advantage of FL as a privacy-preserving method [49]
(see Section II-C).

In smart homes, where users can remotely control, monitor,
and measure the power consumption of household appliances
through the Internet, there is a potential threat to user
privacy. With the use of RFID and sensing technologies,
residents can monitor the conditions of their smart home
and track objects [251]. Intelligent adversaries can easily
infer information about residential behavioral patterns (such
as when residents are at home, away from home, or sleeping)
if they eavesdrop on and collect timestamps of data transmis-
sions over wireless channels. Attackers can also examine the
transmission patterns and infer approximations of the internal
layout of the home by analyzing the radio wave patterns and
identifiers that are specific to sensors and RFID tags.

In particular, the communication channel in IIoT can lead to
problems such as eavesdropping on adversaries. Private data
transmission can be ensured by private secure communication,
particularly in wireless environments. Sensitive data may
be exposed to adversaries if communication channels are
made available. Privacy in communication is a challenging
topic because there are so many different communication
standards, such as Wi-Fi, Bluetooth, ZigBee, Z-Wave, and
LoRaWAN.

Finally, given the global nature of the IIoT, we can mention
how national-level regulations are unacceptable for privacy.
Cross-border and compliant with international law, the private
sector should also enhance an adequate legal framework.
Although state laws are a more complex and expensive option
for protecting privacy than self-regulation, IIoT applications’
extensive deployments of heterogeneous networks make self-
regulation insufficient. The global distribution and marketing
of IoT products, their durability, integration with ubiquitous
environments, and the complexity of technological advances
present the most difficult regulatory challenges.

2) Smart Grid: The Smart Grid is an electronic-controlled
electrical system that links consumers, power producers, and
distributors using information and communication technolo-
gies, where customers can be generators or producers and
add their energy to the grid (prosumers) [252]. The architec-
ture provides customers with tools for energy management,
improves reliability, resiliency, and power quality, and allows
them to use cutting-edge technologies such as renewable
energy, energy storage, and electric vehicles. Smart meters also
facilitate information flow, enabling two-way communication
between customers and utilities, stakeholders, and all other
operators.

In managing energy consumption within smart grids, con-
sumers share detailed information about their daily power
consumption [253]. This information can be leveraged to

2https://www.cdc.gov/phlp/publications/topic/hipaa.html
3https://gdpr-info.eu/issues/data-protection-officer/
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reveal their habits and behaviors, potentially leading to inva-
sion of privacy. Unfortunately, user data regarding electricity
consumption can be intercepted from any point on the Internet.
As customers have less control over the data they provide
to utilities, users can have concerns about unauthorized use
and disclosure of personal data, data leaks or spoofing via
hacking, and inferences made from new data types aggregated
with other personal data. Reference [254] presents a new
risk assessment methodology for smart grids, starting with
component evaluation, for example meters, then subsystem
evaluation, and finally with a complete system evaluation.
To this end, in [255], it is proposed an innovative proto-
col is proposed that protects users’ privacy, confidentiality,
and integrity while sharing necessary information. They also
suggested a new distributed multiparty computation (MPC)
protocol that is clustering-based. The authors derive the con-
ditions under which the smart grid can enforce cooperation
among users and prevent dishonest consumption declarations
by taking into account repeated interaction between honest
and dishonest users. In [256], it has been shown that in a
hybrid architecture comprising an IEEE 802.11s mesh-based
smart meter network and an LTE-based wide area network for
smart meter data collection, it is feasible to employ unique
pseudonyms to translate network addresses for smart meters.
With this approach, the privacy of the consumer can be ensured
because the IP addresses of smart meters remain undisclosed
to utility companies. Finally, the authors of [257] present
a protocol that protects privacy between smart meters and
energy suppliers. They adopted a homomorphic ECC-based
encryption method to effectively protect the data collected by
smart devices.

3) Unmanned Aerial Vehicles: Vehicular ad hoc networks
(VANETs) play an important role in IoT and IIoT through
intelligent transportation. VANETs integrate an onboard unit
(OBU) as an IIoT sensing layer node into the vehicle
system [258]. This node interacts with other peer vehicles
and the infrastructure along the roadside. Therefore, to enable
security and privacy in VANETs, two essential requirements
are to establish secure communication links and provide
authentication. To ensure user privacy protection to the same
extent as identity and location protection, the OBU requires
additional modules to support information security.

However, in addition to traditional data privacy issues, in
this case, another possibility of privacy disclosure arises when
aerial photos captured by UAVs are sent to the Ground Control
Station (GCS). These photos often contain private information
such as location and shooting time. For example, photos
taken with DJI

TM
equipment, such as Mavic and Phantom4

pro, are saved in JPEG format. Invisible information such as
image information (manufacturer, size, etc.), camera recording
information (ISO, white balance, saturation, sharpness, etc.)
and GPS (shooting longitude, latitude, altitude) are also
included in these images [259]. Camera manufacturers add
invisible information to the header file of the JPEG photo
to better describe and illustrate the photo. Even after image
modifications, such as blur, mosaic, drawing, and watermark,
the header file can still convey the information of GPS and
shooting time via the reader. The study in [259] found that

after image compression, most of the header file information
is missing, suggesting an interesting way to solve privacy
issues.

In [260], a BCT-based solution is proposed to improve the
security and privacy of UAVs, or IoT in general. Technical
information about UAV instructions (or devices), authentica-
tion, integrity, and UAV reactions is stored on a cloud platform,
where the Pentatope-based ECC encryption method and SHA
are used to ensure privacy in data storage. The data is later
stored on an Ethereum-based public blockchain to enable
seamless BCT transactions. The system also uses the Ganache
platform for data protection and privacy. Other simpler
blockchain-based approaches, as in [261], use identity-based
encryption (IBE) and lightweight cryptography techniques to
achieve data privacy. This specific solution is general enough
that it can be used to orchestrate and govern the delivery of any
digital asset or content, including streamed video and audio,
which is a good fit for UAV-generated content.

4) Data Collection and Processing in IIoT: Due to their
intrinsic data-centric perspective, IIoT applications present
three critical issues: scalability, distributed processing, and
real-time analytics. Scalability matters for IIoT applications
that contain numerous smart objects or manage biometric data
that must be collected, processed, stored and then published.
The distributed nature of IIoT processing introduces unprece-
dented challenges related to privacy throughout the real-time
learning process, along with liability for data breaches (i.e., the
release of secure information to distrustful entities) and differ-
ent levels of data quality. While collecting large sets of raw
data, it is challenging to balance the privacy preservation in
data cleaning and the intentional reduction of data quality and
original purpose without losing information needed for data
processing and analysis (e.g., via ML algorithms). The most
important privacy concerns in the context of IIoT applications
are the gathering, sharing, and transmission of sensitive data
related to people. Privacy preservation over high-dimensional
datasets is also associated with computational and theoretical
constraints. Records in a given dataset should be handled
differently for anonymization purposes because cooperative
users and individuals have different privacy restrictions. The
data collected could be used and published for purposes
unrelated to the original goal without the user’s consent.

To solve the problem of centralized (private) data storage,
which broadens the surface of attack of data leakage, FL
proposes to store user-related information locally and share
only model-related information [262]. On the one hand, in
FL, sharing locally trained model information, e.g., param-
eters and gradients, allows sufficient knowledge for model
training while preserving data privacy to a certain degree,
since sensitive information remains undisclosed and traffic
can be encrypted [263]. On the other hand, ensuring the
algorithm’s optimal performance without compromising user
privacy requires extra effort. Even if data are anonymized, col-
lecting a few data attributes might still enable, for instance, the
reidentification of patients [264]. We discuss in Section V-E
the principal countermeasures to protect user privacy in FL-
empowered IIoT and the simple ML-based learning process in
IIoT.
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C. Location Privacy Leakage

Privacy concerns may also focus on context information,
such as the location of a sensor that initiates data com-
munication. For one, alert communication originating from
a patient’s heart monitor in the medical IoT is enough for
an adversary to infer that the patient suffers from a heart
problem. Therefore, real-world applications must consider
effective countermeasures against the disclosure of private
information related to data and context, such as location.

The work in [265] provides an overview of the privacy
issues of location found in mobile devices. Particular attention
is paid to the current access-permission mechanisms used on
the Android, iPhone, and Windows Mobile platforms. Actual
privacy issues on mobile platforms should be inherited by
IIoT and integrated with other static platforms. Integrating
RFID objects into an IIoT setting enables context-aware digital
representations of physical objects that possess autonomous
sensing, communication, and interaction capabilities. Powerful
adversaries can potentially monitor all communications, trace
tags within a limited period, corrupt tags, and access side-
channel information on the reader output. These privacy
risks associated with RFID technology are centered on user
tracking and localization, which can lead to the creation
and exploitation of detailed user profiles [249]. Consequently,
RFID systems must ensure anonymity even when the state of
a tag has been exposed.

WSNs are another key underlying technology of the IoT
network architecture, which exacerbates the privacy issue of
location. WSN can sense the state of an object or monitor an
event in the network, and then post a message in the system
to notify connected people (or automatic reactive programs)
about the event. Due to their self-organizing characteristics
(and the uncontrollability of the environment), constraints
(e.g., limited resources) and the wireless transmission medium,
WSNs have inherent challenges in protecting the privacy that
prevents existing techniques (such as public-key ciphers) from
being directly transplanted into resource-constrained devices.
This problem of location privacy has not been addressed
effectively because it cannot be easily solved by encryption
or authentication, and thus specific approaches are required,
listed below.

Even without the ability to decrypt the transmitted data,
an adversary can still compromise location information. This
is particularly relevant in WSN, where transmission typically
occurs hop-by-hop due to the limited transmission range of
sensor nodes. By observing and analyzing traffic patterns
between different hops, the adversary may determine the
locations of the BS and data source, with the possibility
of tracking them down. To address this challenge, context-
oriented privacy protection aims to conceal the real traffic
pattern [266], [267]. Various traffic pattern obfuscation meth-
ods have been suggested in the literature to protect the location
of both the data source and the BS.

1) Location Privacy of Data Source: The problem of pro-
tecting the location information of the data source typically
refers to the more general (and well-known in the literature)
problem of the “Panda Hunter Game” [268], illustrated in

Fig. 8. The general panda-hunter model as a source location privacy-sensitive
scenario in IIoT.

Fig. 8. In this game, a large number of sensors (the circles
in the figure) are used to detect pandas, and once the panda
is detected, they transmit event messages to the sink (or
BS) by multi-hop wireless communication. Simultaneously,
a panda-hunter endeavors to locate the data source to track
the panda. The defender’s objective is twofold: first, to
accurately gather information about the panda’s movements
for biological research, and second, to protect the location
data from the panda hunters, who can intercept wireless
communications between different sensor nodes but lack the
decryption key for the payload data. The objective of the
panda hunter is to compromise the location of the data source
(and the panda) by analyzing transmitted traffic within the
WSN. A local attacker, limited to monitoring traffic in a
small local area, typically has two approaches to launch
the attack: arbitrary location, the attacker selects a location
within the network and stays there to monitor the traffic;
proximity to BS, alternatively, the attacker may choose to
position themselves near the BS with prior knowledge of its
location.

The “Panda Hunter game” is a problem that can happen
in other IIoT applications, such as monitoring patients and
doctors in a hospital [269], and tracking friendly soldiers
on the battlefield [270], to name a few. Similarly, VANETs
integrate an OBU into the vehicle system, serving as a
sensing layer node in the IIoT. As this node communicates
with the roadside infrastructure and other vehicles, ensuring
secure communication links and authentication become crucial
requirements to guarantee security and privacy in VANETs.
Consequently, the OBU requires additional modules to support
information security, ensuring that user privacy is maintained
at the same level as identity and location privacy.

In the past, several performance metrics for source security
have been suggested [271]. One of these is the source’s
security time, i.e., the total number of packets the source
can send out successfully before being intercepted by the
adversary. Another metric is the likelihood that the adversary
can find the source node in a certain amount of time. For a
quantitative evaluation of the privacy of communication, these
metrics are of crucial importance.
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In what follows, we present five existing techniques to
protect against possible disclosure of the location of the data
source in WSNs: flooding, random walk, dummy injection,
cross-layer routing, and limited node detectability.

a) Data flooding mechanisms: The basic concept of base-
line flooding is that each sensor node broadcasts the data
it receives from one neighbor to all other neighbors [268].
The main assumption behind this approach is that, when
all sensors participate in the data transmission, it becomes
challenging for an attacker to trace the transmission path
back to the original data source. However, the effectiveness
of baseline flooding in preserving privacy depends heavily on
the number of nodes on the path between the data source and
BS. If the path is short and an attacker detects the arrival
of the first packet at the BS, they can infer that this packet
follows the shortest path between the data source and the BS.
Subsequently, the adversary can trace the data source back
from the last forwarding sensor along the routing path to the
data source. Despite its potential privacy benefits, baseline
flooding has a significant drawback, the substantial amount of
energy consumed throughout the network. This high energy
consumption drastically reduces the overall lifetime of the
WSN.

To this end, a modified instance, probabilistic flooding,
has been proposed in which not all sensors are involved in
forwarding data; instead, each node forwards a received packet
with a predetermined probability [268]. This scheme can not
only save significant energy but also effectively limit the
adversary’s ability to deterministically trace the data source.
The disadvantage of probabilistic flooding is that it cannot
guarantee the reception of data by the BS due to the random
nature of the approach. To address these concerns about
privacy and energy consumption, a routing method called
Sink Toroidal Region (STaR) routing was introduced in [272].
Provides source location privacy through a two-phase routing
protocol. In the first phase, the source node forwards the
message to a random intermediate node, located in a pre-
defined region around the sink node. We call this region the
STaR, designed to be large enough to make it impractical
for an adversary to monitor the entire region. The random
intermediate node serves as a false source when forwarding the
message to the sink node. In the second phase, the intermediate
node forwards the message to the sink node using a single-path
routing.

b) Random walk mechanisms: The goal of the “random
walk” approach is to have packets following a random route
through the network so that the path of a packet looks
completely random to an attacker. An efficient version of
the general random walk tailored to this problem is called
Phantom Routing. The data first go through some steps of
random walk from the data source and then is transmitted
towards BS using a probabilistic flooding scheme. The use of
random walks makes it difficult for the attacker to trace the
routing path from the original data source. However, studies
such as [273] and [274] have shown that the pure random walk
approach is not statistically secure when it comes to protecting
the location of the data source, as it tends to stay close to the
actual data source.

In [273], an alternative method was introduced, known
as the two-way greedy random walk (GROW) scheme. This
approach begins by initiating a random path with a specified
number of hops from the BS and sensors located along this
path act as receptors. Subsequently, each source data packet
is randomly forwarded until it reaches one of the receptors.
Once the packet reaches a receptor, it is then forwarded back
to the BS through the pre-established path. A Bloom filter
is then used in GROW to avoid repeating cycles. Based on
this concept, EDROW defines the parent nodes located closer
to the BS [275]. Establishing a ring as the forwarding path
presents a greater challenge for adversaries to trace back to
the origin of sensor communication.

Furthermore, in [276], a secure and efficient Cost-Aware
SEcure Routing (CASER) protocol is proposed, which is based
on geographical considerations. The network is partitioned
into smaller meshes as if they are different clusters. In each
mesh, the node possessing the highest amount of residual
energy is selected as the mesh head responsible for packet
transmission. These mesh heads are aware of their position and
residual energy, as well as the positions and residual energies
of adjacent meshes. During packet forwarding, the CASER
protocol employs a default strategy where the next-hop mesh
is chosen to be the adjacent mesh closest to the BS with
the highest energy level. However, to protect the privacy of
the source location, instead of following the shortest path, a
random walking mechanism is employed to create a routing
path.

c) Dummy injection mechanisms: Fake data packets can
be injected into the WSN to perturb the traffic patterns
observed by potential adversaries, and thus protect the location
of the data source. One such approach is the short-lived
fake source routing, where each sensor has a predetermined
probability of sending a fake packet. When a sensor node
receives a fake packet, it is simply discarded. Although this
strategy effectively perturbs the local traffic pattern visible to
adversaries, it has certain limitations in relation to privacy
protection. In many scenarios, to maintain energy efficiency
within the WSN, the length of each path along which the fake
data are forwarded is restricted to one hop only. This constraint
allows adversaries to quickly identify these fake paths and
exclude them from their considerations.

This version of dummy injection may prove ineffective
against global adversaries capable of monitoring the transmis-
sion rate of individual sensor nodes, as they can distinguish
nodes solely sending dummy data. To address this issue, a
potential solution involves the global injection of dummy data
while maintaining the same transmission rate for both real and
dummy data. However, this approach can introduce substantial
delays in actual data transmission. A possible countermeasure
is presented in [277], proposing to follow a certain distribution
of data transmission. As long as every sensor node adheres
to this distribution, the delay in real data can be minimized,
while preventing the adversary from identifying the actual
traffic. Alternatively, two other schemes, Proxy-based Filtering
Schemes (PFS) and Tree-based Filtering Schemes (TFS),
can filter partial dummy data without compromising source
privacy [278]. The entire network is divided into cells, and
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the proxies take responsibility for transmitting real data from
nearby cells while filtering out dummy data. The proxies filter
all the dummy packets from the cells, buffer the real data, and
then transmit the data packets at the same transmission rate,
which includes the buffered real data and newly generated
dummy data. Through this filtering process, a significant
amount of dummy data is removed, leading to a substantial
reduction in energy consumption for overhead communication.
In [279], the authors proposed a source location protection
protocol based on dynamic routing (SLPDR). In this solution,
an initial node is randomly chosen from the network boundary,
and then a dummy packet is transmitted to the sink along
the shortest path. Every real packet takes a greedy route and
then a directed route before reaching the sink. The network is
divided into different rings, and dummy traffic is generated in
the outer ring without significantly deteriorating the lifetime
of the network. The real event packets are transmitted forward
in a one-hop flooding pattern, and only the node on the greedy
path will swap out the fake packet for the real one.

A similar approach is to choose one or more sensor nodes
to mimic the behavior of real data sources [280]. A solution
should balance the number of fake sources since more sources
lead to more security but also to more power consumption in
the WSN. Moreover, fake sources must convincingly emulate
the behavior of actual data sources to avoid detection. These
challenges are still viewed as open problems and dependent
on the IoT scenario. Based on the same idea, the Resilient
Timing Analysis Protocol (TARP) [281], proposes an approach
called traffic mixing, where each node sends the same number
of packets at the same rate, making it difficult for attackers
to distinguish between real data and fake messages. One
drawback of TARP is the need to transmit a considerable
number of dummy packets even when there are relatively few
real packets in the network.

To conceal the real packet with minimum energy consump-
tion, fake packets with a low rate (FPLR) are the approach
proposed in [282]. To obfuscate adversaries while transmitting
fake packets at a low rate (and thus minimize the communica-
tion overhead), three schemes are proposed, namely Dummy
Uniform Distribution (DUD), Dummy Adaptive Distribution
(DAD), and Controlled Dummy Adaptive Distribution (CAD).
In DUD, both real and fake packets are transmitted at the
same constant rate. While this approach provides a certain
level of security, it can lead to high energy consumption due
to the continuous transmission of fake packets. In DAD, all
nodes are initially set to a low constant transmission rate. Real
packets on the network are assigned a higher transmission
rate, while fake packets are assigned a lower transmission rate.
This scheme improves performance and makes it difficult for
eavesdroppers to distinguish between real and fake packets.
Lastly, CAD incorporates packet loss considerations to further
enhance the packet delivery ratio.

d) Cross-layer routing: In the cross-layer routing in
WSNs, nodes use different layers of the communication
protocol stack in different ways. Instead of relying only
on the network layer to exchange messages about events,
cross-layer routing also involves control messages from the
Medium Access Control (MAC) layer. This deviation from the

standard network protocol stack is not uncommon in WSNs,
and cross-layer optimizations are used to extend the battery
life of the node and increase the network throughput [283].
In [284], nodes following the IEEE 802.15.4 standard (e.g.,
ZigBee, WirelessHART [285]) utilize beacon frames, typically
employed for network maintenance, to exchange information
about captured events. In this way, local adversaries, which
usually monitor only network-level packets, can miss certain
parts of the information exchange and fail to identify the true
source of the data.

e) Limit node detectability: This class of solutions limits
the transmit power of the nodes, making them harder to detect.
For example, localisation by silencing [286] and lowering
radio transmit power [287]. The first solution seeks to identify
a local adversary present within the WSN by assuming that
the nodes possess the capability to detect adversaries using
vibration or infrared sensors. The detecting nodes inform the
others and are the only nodes transmitting, while other nodes
maintain silence when the adversary is inside their grid as
much as possible.

More recent approaches incorporate a combination of direc-
tional antennas (DA), transmit power control, and information
compression [288]. The use of directional antennas can have
two benefits: first, it can decrease the likelihood that local
attackers will find the packets and second, it can make it more
difficult for them to monitor the network. Additionally, as the
beam width of the directional antenna decreases, the difficulty
of monitoring the network increases. The network has adopted
transmit power control and information compression in an
effort to further reduce its energy usage. The suggested scheme
can effectively reduce an adversary’s ability to overhear
conversations while saving energy. Building on this foun-
dation, an improvement called the Bypassing method based
on Directional Transceivers (BDT) is introduced in [289].
To defend against backtracking attacks by eavesdropping,
each node in the network is equipped with 4 directional
transceivers. When a sensor node detects an attacker, it sends
an acknowledgment message to alert its neighbors along the
opposite direction of packet transmissions. Consequently, the
nodes located outside the attacker’s radio range initiate a new
directional transmission to avoid the adversary.

2) Location Privacy of Base Station: Another critical issue
for context-oriented privacy is preserving the location of the
BS. The BS serves as a central hub for data collection
and analysis and acts as a gateway between the WSN and
external wireless or wired networks. Its importance lies in its
role in coordinating the network’s operations, and disrupting
or isolating it could result in the malfunction of the entire
network. In the following, we summarize the main privacy-
preserving techniques for the location of the BS against local
and global adversaries.

a) Local adversaries and defensive mechanisms:
Protecting the location of the BS from local adversaries
involves addressing two significant challenges: (i) Typically,
the location information of the BS is contained in the data
payload being transmitted, and (ii) Local adversaries can
deduce the parent-child relationship (i.e., which node within
two communicating nodes is closer to the BS) based on the
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time interval between receiving and sending data at each
sensor. Using this information, the attacker can efficiently trace
the path of data transmission back to the BS. To overcome the
first challenge, payload confidentiality techniques can be used
to hide location information from attackers. However, for the
second problem, the literature proposes four main approaches
to mitigate the issue and enhance the privacy of the BS’s
location.

• Changing data appearance by re-encryption [290].
Similarly to anonymous routing systems used in tra-
ditional wired networks [291], packets in WSNs are
re-encrypted hop by hop as they traverse the routing
path. Changing the appearance of the data protects the
disclosure of the location of the BS.

• Routing with multiple parents [292]. It is based on the
introduction of a multi-parent system to balance the
traffic load between parents and children. In this way, an
attacker cannot easily determine which sensor is closer
to BS. Since this scheme allows each sensor to randomly
select one of its multiple parents for data transmission, it
is also harder for the attacker to determine the location
of BS by tracking the data transmission.

• Routing with random walk [293]. This scheme divides
the neighbors of a sensor into two lists according to
the number of hops from the BS – nearer and farther
lists. When the sensor sends data, it randomly selects
a next-hop neighbor from the nearest list. While in the
traditional random walk, the node sends to the parent with
probability pr and randomly with probability (1 − pr ),
this approach can be considered as a special case with
pr = 1/2. On the one hand, this randomness reduces the
probability of a successful analysis by the attacker. On
the other hand, it delays the delivery of the data packet
to the BS since it is possible to choose a node as the next
hop that is further away from the sink. This increases
energy consumption and there is no guarantee that the
data packet will arrive at BS.

• De-correlating parent-child relationship by randomly
selecting the sending time [290]. Since an attacker can
figure out the parent-child relationship by the short time
interval between sending data to a sensor and receiving
data at its neighboring node, this relationship can be
decorrelated. Specifically, the parent node and the child
node send packets with a randomly drawn time interval
from different time windows.

An alternative approach aims to improve the resilience of a
WSN after BS has been detected. For instance, in [294], the
authors propose a multiple BS scheme: If one BS is detected
and compromised, the other BSs can continue to collect data
and support the normal operations of the WSN. However, this
approach does not provide additional protection for the BSs
themselves and simply delays the threat from a local adversary
in identifying the location of the BSs.

b) Global adversaries and defensive mechanisms:
Instead, a global adversary can monitor all traffic transmitted
in the WSN, and the techniques mentioned above are ineffec-
tive. Due to the multi-hop scheme of WSNs (forced by the
limited communication range of sensor nodes), nodes closer

to BS must forward data from more distant nodes in addition
to transmitting their data, resulting in a higher transmission
rate. An attacker can observe the traffic patterns of different
nodes throughout the network and easily identify the BS and
compromise the privacy of the context, or even manipulate
the sink node to prevent the proper functioning of the WSN.
Therefore, to protect against global attacks, it is necessary to
inject dummy traffic and/or dummy sensor nodes, for which
the following techniques have been proposed in the literature:

• Hiding traffic pattern by controlling transmission
rate [290]. Since WSNs exhibit asymmetric traffic flow,
where sensors close to the BS feature a high transmis-
sion rate, this privacy-preserving technique proposes to
maintain the same transmission rate among all sensors by
controlling the delay of the actual data.

• Propagating dummy data [292]. The proposed solution
involves injecting fake packets to prevent an adversary
from discerning the real data transmission pattern, assum-
ing that an adversary cannot distinguish between real
and fake data. When a sensor detects that its neighbor
is transmitting a real packet, it generates a fake packet
with probability pc and forwards it to another neighboring
node. The solution incorporates two fractal propagation
schemes. In the first scheme, pc decreases as the data
forwarding rate increases. The second scheme aims to
create the illusion of a high transmission rate area to
mislead the adversary into believing that a particular
sensor node serves as the BS. However, both approaches
come with the drawback of increased energy consumption
due to the introduction of fake data across the network.
As a result, researchers need to strike a proper trade-off
between the energy consumed and the level of privacy
protection.

D. Model Privacy Leakage

A well-performing ML model usually relies on a large
volume of training data, which can be obtained thanks to IIoTs.
Such huge volumes of data raise serious privacy concerns
due to the risk of highly sensitive information leaking out. In
addition, evolving regulatory environments that increasingly
restrict access to and use of privacy-sensitive data pose a
major challenge in fully benefiting from ML for data-driven
applications. A trained ML model may also be vulnerable to
adversarial attacks such as membership, attribute, or property
inference attacks and model inversion attacks [37]. Therefore,
it seems that well-designed privacy-preserving ML solutions
are urgently needed for many new applications. There are
notable research efforts in both academia and industry to
integrate privacy-preserving techniques into ML pipelines or
specific algorithms or to develop architectures that guarantee
privacy.

FL comes with the potential for privacy preservation, in
which each IoT device collaboratively trains a global model
without the need to exchange private data. However, although
the fact that in FL systems, there is no share of data among the
participants can bring some privacy advantages, some other
considerations regard the remaining privacy risks (regarded
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as vulnerabilities or weaknesses from multiple aspects). Thus,
it appears that alternative strategies are required to protect
user data and user privacy. For example, even if the data are
anonymized, the collection of a few data attributes may allow
re-identification of the patient in an e-health application [264].
Furthermore, Carlini et al. [295] have shown that it is possible
to extract sensitive text patterns (e.g., a specific credit card
number) from a recurrent neural network trained with user
speech data. The model can also be manipulated by generating
additional memories through gradient-ascent style attacks. In
what follows, we provide a structural overview of current
methods facing the privacy protection domain, that can be
combined with FL or not.

E. Countermeasures

Based on an analysis of concerns and existing pro-
tection models, in what follows, we identify the key
challenges that underpin the IIoT ecosystem. The current
data privacy-preserving IoT methods fall into five main cat-
egories: clustering-based methods, differential privacy and
its extensions, lightweight cryptography, secure multi-party
computation, and machine learning-based methods.

1) Clustering-Based Methods: These methods consider
anonymity, dummy, generalization, and suppression via k-
anonymity. A data collection is said to have the k-anonymity
property if the information for each person contained in
the collection cannot be distinguished from at least k − 1
individuals whose information also appears in the dataset.
Each attribute (column) of the dataset is categorized into an
identifier, non-identifier, or quasi-identifier. The basic idea is
to suppress the identifiers, such as names, allow the non-
identifying values, and exploit the quasi-identifier attributes
to preserve the data privacy by clustering these values and
ensuring that every distinct combination of quasi-identifiers
designates at least k ∈ R records in any cluster. In this way,
the probability of re-identification is 1/k. A new model can
be used to improve performance by guaranteeing a l ∈ R
diversity of records within this cluster, which can resist attacks
with background knowledge to some extent. It should be
noted that clustering-based methods require the distribution
of the cluster to match that of the entire data set. Moreover,
since k-anonymization does not include any randomization,
attackers can still make inferences about data sets that may
harm personal data, e.g., via down coding attack [296], and it is
not considered a good method to anonymize high-dimensional
datasets [297].

In [298], an attempt to further improve the resistance against
attacks and to anonymize data streams on the fly. These types
of method can be used to generalize and normalize quasi-
identifiers and thereby defend sensitive information in the IIoT.

2) Differential Privacy: This class of methods has been
a de-facto privacy model and attempts to defeat differential
attacks [299]. It was originally formalized to offer statistical
guarantees that aggregated released data would not disclose
whether specific individuals are part of or absent from the
dataset. In other words, differential privacy provides solid
theoretical foundations for privacy protection by guaranteeing

that the difference between two adjacent datasets is not
detected by statistical queries. Two datasets are considered
adjacent or neighboring if their aggregated real-valued data
representations contain an equal number of elements and differ
in at most m elements. The difference is measured using the
Hamming distance, where in many cases, the value of m is set
to 1.

Given ε(·) as a positive privacy budget function, D1 and D2

two datasets with an adjacent relationship, M is a randomized
algorithm that sanitizes the dataset, and such an algorithm M
is ε(·)-differential private on D1 and D2 if:

P [M(D) ∈ Ω] ≤ eε(·) × P
[M(

D ′) ∈ Ω
]
,

where the probability space Ω is taken over the randomness
used by M.

Differential privacy (DP) is widely used in IIoT applica-
tions to provide privacy protection while preserving statistical
features, especially in smart communities and smart cities.
Fog-based recommendation systems also use DP to hide
the unique characteristics of individuals while simultaneously
providing accurate recommendations. These mechanisms are
probabilistic mapping functions that apply DP to the sensi-
tive data or dataset x to obtain a replacement for it. The
replacement approach is based on the elaborately designed
probabilistic mapping functions to ensure that the replacement
of x reveals the coarse-grained information about x to some
extent.

An improvement to this has been proposed in [300]. The
author proposed a new definition of differential privacy based
on the Rényi divergence. Rényi differential privacy is a
strictly stronger privacy definition that offers an operationally
convenient and quantitatively accurate way of tracking the
cumulative loss of privacy throughout the execution of a
separate differentially private mechanism and throughout many
such mechanisms. In particular, Rényi differential privacy
allows combining the intuitive and appealing concept of a
privacy budget with the application of advanced composition
theorems.

A more specific problem regards the sharing of unstructured
data such as images, audio, videos, and texts between a data
owner and untrusted third parties on social media, smart
devices, and surveillance devices. Since these unstructured
data may contain privacy-sensitive information or so-called
personally identifiable information (PII), for example, faces,
identities, license plates, voiceprints, and authorships, the data
owner may obfuscate them and publish their coarse-grained
versions to protect this PII from unintended disclosure and
illegal use. Although several obfuscation methods have been
proposed to protect this type of data, see, e.g., [301], [302],
most of them suffer from many problems such as high compu-
tational overhead, inner attack, and nonprovable privacy. DP,
when tailored to the specific input, can solve these problems
by transforming unstructured data into vector representations
through methods such as pixelization, singular value decom-
position (SVD), bit vectorization, and word embedding, which
aim to preserve the human perception of the unstructured
data content as much as possible. After this precomputation
process, the vectors are obfuscated in appropriate privacy
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models, followed by the projection of the obfuscated vec-
tors back into the unstructured data space. For images, for
example, some simple box-blurring algorithms introduced in
the privacy-preserving Google Street View can protect human
faces and license plates [303], or a GAN -based method can
pinpoint head regions while protecting their naturalness [304].
To preserve the perceptual quality of noisy images, the model
proposed in [305] provides DP guarantees for the latent vector
representation of images. In particular, privacy budgets are
assigned to the different elements in the latent space according
to their weights, while the sensitivity is set to be within the
maximum observed bounds. Laplace noise is then derived and
added to the images in the semantic space before using GAN
to synthesize realistic-looking faces.

In video content, IBM took a pioneering role in the system-
atic study of privacy-preserving video surveillance with their
PeopleVision system [306]. To protect privacy in video con-
tent, sanitization schemes, such as blurring and pixelization,
were applied to regions of interest (ROIs) in individual images.
With increasing sophistication in privacy requirements, sen-
sitive information, including activities and places in videos,
also came under the purview of DP methods [307]. The
model proposed in [308], applies DP to the video privacy
domain by representing video data as pixels with the content
of 3-dimensional vectors in the RGB color model, where
adjacent inputs are defined as pairs of videos that differ in
all visual elements (e.g., people) incomplete videos. Pixels
are randomly sampled using DP before being classified into
different RGB categories. Subsequently, pixels in the most
frequent RGB categories are separately obfuscated using an
appropriate Laplacian noise scale. The remaining unselected
pixels are interpolated as a DP post-processing operation to
reconstruct the visual elements in the video, thereby preserving
privacy.

In the case of text content, privacy is of utmost importance,
especially when it involves sensitive information such as
health conditions, locations, and personal lifestyle preferences.
DP offers a valuable solution in this context. Textual data
can be transformed into high-dimensional vectors using word
embedding models such as GloVe, FastText, and word2vec.
These vectors are then perturbed with noise vectors sampled
from probabilistic distributions. The resulting noisy real-
numbered vectors are projected back to their closest words
in the embedding model through a discretization operation,
considering the discrete nature of textual data. The pioneering
solution presented in [309] applies Hamming distance-based
privacy (a traditional DP method) in the text privacy domain.
It primarily focuses on concealing the term-frequency-related
distributions in the bag-of-words embeddings. This is achieved
by employing the exponential mechanism, which randomizes
discrete terms into sets of candidate terms with associ-
ated probabilities. These probabilities are determined by a
similarity metric between input and potential output terms.
The similarity function is constructed as a composition
of cosine similarity and Bigram overlap variables. Other
methods, such as Earth Mover’s Privacy [310], Euclidean
Privacy [311], and Hyperbolic Privacy [312], can further
enhance utility in differentially private vector embedding,

leading to better privacy preservation mechanisms for text
content.

Currently, a rich set of work has introduced utility-enhanced
mechanisms for structured data, exploring various privacy
requirements for data with varying sensitivity levels [313].
However, future work is still needed for new rich data
generated by IIoT, such as VR, gaze maps on eye tracking
heatmaps, and temporal-related eye movement features. For
example, while DP guarantees that attackers cannot obtain
additional information by including or excluding an element,
it cannot prevent attackers from gaining knowledge with
publicly released data itself. Although other privacy protec-
tion methods, such as blurring of image data, have been
shown to be vulnerable to DL attacks [314], it is necessary
to investigate the privacy guarantees of DP in mitigating
DL-based re-identification attacks theoretically or practically.
Inference attacks pose significant privacy risks to DP-protected
data [315], and it may be of importance to integrate some
other methods to enhance privacy in the design of DP privacy
methods.

To this end, DP finds profitable applications even in the
context of FL, a type of distributed machine learning that
aims to protect clients’ private data from exposure to adver-
saries. Since recent articles have pointed out how private
information can still be divulged by analyzing client-uploaded
parameters in FL, for example, weights trained in deep neural
networks [316], DP can be applied, for example, by adding
artificial noise to the parameters on the client side before
aggregation [317]. In their proposed solution NbAFL, they
quantified the trade-off between convergence performance and
privacy level. Improved convergence performance results in
a lower protection level, while increasing the number of
clients participating in FL enhances convergence performance
at a fixed privacy level. The authors also investigate the
optimal number of aggregation rounds for a given protection
level, which they demonstrate to exist. DP-based noise can
be incorporated into the model input, gradients, and loss
functions [318], [319], where in [319] the authors suggest
a protocol to introduce Gaussian-based noise to the out-
put of each base model. However, their defensive tactics
are limited to safeguarding categorical features. The authors
of [320] applied locally differential private algorithms for
meta-learning, providing provable learning guarantees in con-
vex settings. Meta-learning techniques leverage the shared
knowledge gained from individual learning tasks to facilitate
learning similar unseen tasks and can be applied to FL
with personalization. Furthermore, DP combined with model
compression algorithms can reduce communication overhead
in FL while maintaining privacy benefits [321].

In the context of blockchain systems, achieving client-
level differential privacy can be accomplished by having each
client locally add a certain amount of Gaussian noise after
performing local gradient descent steps. Once the model is
updated, it is submitted to the blockchain. To also protect the
model from the public, the aggregated global model stored on
the blockchain can be encrypted using a decryption key that
is exclusively possessed by participating clients. To enable FL
with this approach, the work in [322] proposed storing only the
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pointer of the global updates on the blockchain, while using
a distributed hash table to store the actual data. This strategy
ensures efficient block generation, allowing for decentralized
privacy protection while preventing single-point failures.

3) Encryption and Homomorphic Encryption: It is one of
the most important privacy protection tools, as it provides the
most secure protection for point-to-point data transmission.
The advantage of encryption is that it provides the highest
data benefit among all privacy mechanisms because it can
output the original data. However, this technique presents
some disadvantages. First, it is not easy to implement appro-
priate access control. Second, the original data are fully
disclosed if the ciphers become decrypted. Third, efficiency.
Since huge amounts of data are generated and transmitted
every second in the IIoT systems and attackers can launch
eavesdropping attacks during the data transmission process,
traditional cryptography methods cannot efficiently solve this
problem due to the large scale of the IIoT. To this end,
lightweight encryption methods are proposed to partially solve
the efficiency problem and to ensure secure communication
and data transmission among multiple and cross-layer (cas-
cade) networks. Similarly, lightweight ABE can be used to
provide evidence against attacks, especially collusion attacks.
Finally, lightweight searchable encryption can be used to solve
problems with query-based searchable content.

Current privacy-enhancing technologies for RFID technolo-
gies include limiting the distance between the reader and
deactivating tags, minimalist cryptography, tag renaming and
deactivation, access control, and re-encryption. It is suggested
that the readers perform cryptographic calculations and store
the results in tags using minimal cryptography. To prevent
eavesdroppers from receiving different encrypted tag signals
at different times, the reader can re-encrypt the tag with a
different key and write it into its memory [323].

However, most IIoT devices are designed to be lightweight
and small in size, and encryption methods must also be
lightweight. In [324], the authors proposed a lightweight
IBE scheme for smart homes, where public keys are just
identity strings and no digital certificate is required. This
approach is called the stateful IBE scheme. This solution
separates the encryption process into key encryption and data
encryption, emphasizing the latter because key encryption
produces ciphertexts that are larger than those produced by
data encryption.

In recent years, significant research efforts have been ded-
icated to HE algorithms, a type of encryption that enables
computations to be performed on encrypted data without
the need for prior decryption [325], [326], [327], [328].
HE allows computation over encrypted data, including mul-
tiplication (mul), addition (add), and constant-multiplication
(cmul), and the decrypted result corresponds to the outcome
of the operations as if they were performed on plaintext.
However, although this is extremely important in IIoT, the
computationally expensive traditional data encryption way (in
terms of time and resources) cannot meet the privacy needs in
IIoT environments.

The authors of [329] introduced a communication-efficient
secure query scheme in a fog environment to ensure privacy

for both the data user (e.g., application) and the data owner
(e.g., an IoT device) using HE. Similarly, [327] presented a
lightweight privacy protection protocol for data owners, third-
party cloud servers, and data users. The solution is based on
labeled HE, where each piece of encrypted data is associated
with a unique label that is shared. This approach reduces
the computational cost, eliminating the need for data users
(applications) to perform expensive evaluations of the resulting
ciphertexts.

An efficient privacy-preserving data aggregation method
for FL is EPPDA [182], which can covertly aggregate user-
trained models without revealing the user model and relies
on secret sharing to resist reverse attacks. Utilizing homomor-
phisms for secret sharing protects user privacy, consumes less
computational and communication resources than practical
alternatives, and provides tolerable fault tolerance in case the
user disconnects. Specifically designed for healthcare data,
PRCL [330] is a resource-efficient and privacy-conscious pro-
tocol for collaborative learning. The model, a neural network,
was divided into three parts in PRLC. The first and last parts
are trained on the client side, while the middle (and heavier)
part is outsourced to be trained on cloud servers. To effectively
perform gradient aggregation in the ciphertext context, the
training data is perturbed by adding Gaussian noise before
the model is trained on the client side. Additionally, packets
are secured using HE. The simulation results demonstrate that
PRCL (the proposed method) achieves precision comparable to
other state-of-the-art techniques while reducing local training
overhead by offloading the intermediate computation to a
cloud server. The confidentiality of the data is preserved, as an
attacker can only access the perturbed data due to the added
noise, while the plaintext gradient remains inaccessible to the
cloud.

4) Secure Multi-Party Computation: Secure Multi-Party
Computation (SMPC) is a generic cryptographic primitive
that allows distributed parties to jointly compute arbitrary
functionality without disclosing their confidential inputs and
outputs [331]. SMPC is known to be thousands of times faster
than fully implemented HE in typical applications. Moreover,
different from differential privacy, which focuses on privacy
guarantees for the entire constructed model, SMPC focuses on
the privacy of intermediate steps in the computation. SMPC
addresses the problem of cooperatively computing the private
data of multiple participants securely in a distributed IIoT
computing environment. In the SMPC scenario, two or more
parties that have private inputs want to use those inputs to
jointly compute some functionality. Each participant in this
task must achieve its own unique goal and nothing else to
ensure security. This is achieved by dividing the computation
into multiple subtasks and distributing them among the parties
who perform their computations locally on their data and share
only the results of these computations, in a way that preserves
privacy. “Functionality’ is a broad term that can refer to almost
any cryptographic task, including encryption, authentication,
zero-knowledge proofs, commitment schemes, oblivious trans-
fer, and other protocols that are not cryptographic (i.e.,
application-oriented tasks include contract signing, electronic
voting, machine learning, genomic data processing, and so on).
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In the field of cryptography, it can be said that SMPC is the
most fundamental and all-encompassing theoretical research
topic. Any cryptographic task that involves multiple parties
can be considered an SMPC task.

MiniONN [332] and DeepSecure [333] for example, employ
SMPC and homographic encryption and work with the existing
pre-trained DNN models without changing the DNN training
or the DNN structure. Although there are several techniques
for creating generic SMPC protocols, they are currently very
computationally intensive, making SMPC still impractical. To
achieve a more computationally efficient SMPC, recent work
has focused on developing secure techniques to offload the
most expensive parts of computational tasks to the cloud.
Rather than simply treating the cloud as a trusted party, these
outsourced protocols seek to take advantage of the cloud for
computation without exposing any input or output values.
Cloud-assisted SMPC provides a unique but effective way
to make general SMPC protocols usable and scalable by
allowing parties to securely outsource their computations to
a cloud provider, improving the runtime efficiency of SMPC
protocols [334].

The combination of cloud computing and HE leads to the
development of cloud-assisted SMPC protocols [335], [336].
In these protocols, participants engage in a computational task,
encrypting their data using a full HE scheme and uploading
the resulting ciphertexts to the cloud. The cloud then performs
computations on these ciphertexts and returns the resulting
ciphertexts. The level of privacy achieved depends on the
security of the underlying HE process, and no participant
should directly possess the secret key to the HE procedure.
The challenge therefore lies in decrypting the result of the
computation. The study presented in [337] addresses this
problem by distributing the secret key among all participants.
In this cloud-assisted SMPC protocol, all participants must
generate the system parameters, including the secret keys,
public keys, and evaluation keys, for each computation.

It can be observed that if applied to the context of ML appli-
cations, is very similar to FL, as both can be used to protect
privacy. However, they have different methods to achieve this.
FL is a more specific collaborative learning technique where
each party trains the model on their local data and only sends
updates to a central server. SMPC, on the other hand, divides
the computation into multiple sub-tasks and distributes them
among the parties, who perform their computations locally on
their data and share only the results of these computations
with each other in a way that preserves privacy. In [338], the
focus was on the evaluation of secure functions for power-
limited devices, such as mobile phones. They introduced a
concept called “outsourced oblivious transfer” that allows
mobile devices to delegate the task of garbled key transfer to
a cloud server.

SMPC can be used to protect both data and trained models
in a two-party environment. In this scenario, a cloud server
(referred to as Bob) owns a dataset and trains a model using a
specific ML algorithm. For proprietary reasons, Bob does not
want to share this model with other companies. On the other
hand, a user (Alice) is looking for personalized services based
on her own data while ensuring that her private data remain

confidential. This situation lends itself well to the application
of a classic SMPC protocol: Alice enters her private data, and
Bob enters the model. After the protocol is executed, Bob
learns nothing about Alice’s data, and Alice learns as little as
possible about Bob’s model [339].

However, in this field, the adoption of secure SMPC is
hampered by the absence of flexible software frameworks
“speak the language” from machine learning researchers and
engineers. CrypTen [340] is a recent solution to foster the
adoption of secure SMPC in ML. In particular, CrypTen
exposes popular secure SMPC primitives via abstractions that
are common in modern IIoT frameworks, such as tensor
computations, automatic differentiation, and modular neural
networks.

In an attempt to secure FL, it can be combined with SMPC,
along with HE and DP, and can work as follows: After
locally training a model on their data, users send the weights
(parameters) of their model to the server using an encryption
scheme that allows the server to perform computations on
the encrypted data; in such a way, the server can compute a
weighted average of all the encrypted weights received from
users, but cannot discover the original weights for any user.
In solutions that used “only” DP, the server would know the
noisy private weights of each user. As proposed in [341],
which combines SMPC and DP, the noisy weights sent to
the server are also encrypted so that the server can only
calculate the result and cannot infer anything about even the
noisy weights of any particular user. By doing so, the system
becomes fully private. Other approaches combining SMPC and
DP, e.g., [342], [343], propose that each client chooses his/her
local differential private noise. Unlike other sources, in [341]
the differentially private noise for each party is unknown to
the party and is generated in a distributed manner from other
parties. In particular, the combination of SMPC and DP has
also found applicability in finance, with guarantees of privacy
and acceptable precision [344].
Chameleon [345] and Gazelle [346] are two works that

attempt to choose between the above-mentioned cryptographic
techniques (homomorphic encryption and SMPC) based on
their computation and communication tradeoffs. Specifically,
Gazelle carefully examines the tradeoffs between HE (char-
acterized by high computation and low communication) and
SMPC (involving low computation and high communication)
and selects the suitable technique for each scenario accord-
ingly. Additionally, Gazelle accelerates the training process
by efficiently implementing cryptographic primitives, resulting
in low runtime latency and communication costs, as evident
from their research outcomes.

To improve scalability and reduce the communication over-
head introduced by SMPC, i.e., all parties generate and
exchange secret shares of private data with all other parties, the
work in [347] proposed a two-phase SMPC-enabled FL frame-
work. Instead of having every member generate and exchange
secret shares of data across all members’ lists, it proceeds
to elect a subset of FL members as the model aggregation
committee members out of the whole membership list. The
elected committee uses SMPC to aggregate the local models
of all FL parties. The 2-phase SMPC introduces a hierarchical
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Fig. 9. ML-based privacy protection schemes.

structure, i.e., there is a need for fewer secret shares to be
exchanged for privacy-preserving model aggregation. In [348],
instead of applying SMPC over the entire local models for
secure aggregation, it is presented a partially encrypted SMPC
solution by encrypting critical parts of model parameters
(gradients) that are vulnerable to privacy-preserving attacks.
In particular, only the first layer of local models is encrypted
with the SMPC strategy, while the rest are sent directly to
the centralized server. This approach can significantly reduce
the extra computation and communication overhead of SMPC
while inheriting SMPC benefits in both privacy-preserving and
model accuracy perspectives.

5) Machine Learning-Based Methods: In IIoT scenarios,
both the complexity and volume of data are growing. The
traditional security measures described previously can not
cover all cases, and it becomes harder for common users
and even data curators to comprehend the risk, choose the
right schema, and manage their privacy. ML and data mining
methods can be utilized in both attack and defense of privacy
preservation [349]. In terms of defense, such methods are
widely employed in Cyber-physical social systems (CPSSs) to
extract features of specific objects or people in social media
and provide long-term privacy protection. Instead, in terms of
attacks, ML seems more applicable due to its ability to learn,
e.g., to extract features of individuals and make predictions,
which is not only harmful at present but also causes damage
over time.

Regarding defense, ML has been introduced to enhance
privacy protection during the past few years, where the
proposed efforts include several aspects (as shown in Fig. 9):

• Privacy Risk Assessment and Prediction. The objective is
to detect and anticipate the user’s privacy risk during the
“access” and “sharing” processes. As shown in Fig. 9a,
ML is leveraged to evaluate both the input and output
data streams, enabling the identification of potential risks
that should be considered to implement a proper privacy
protection scheme.

• Personal Privacy Management Assistant. This includes
managing and evaluating user preferences and privacy
policies, as shown in Fig. 9b.

• Private Data Release. Publish datasets with a guarantee
of privacy, a practice commonly performed by data
curators rather than individual users (Fig. 9c).

In the privacy risk assessment and prediction methods,
ML can help prevent the loss of sensitive information when
the user only accesses the application (passively collected

information by malicious attackers) or shares it on social
networks (actively shared information). For example, in
predicting privacy risks on websites and applications, a
browser extension has been proposed in [350]. This extension
collects information on the websites visited by users and
provides feedback to users about the privacy quality of the
website based on ML. To detect and identify websites that
may be malicious and risk users’ privacy, a Bayesian classifier-
based method has been presented in [351]. The suggested
method analyzes online reviews to determine whether they
are trustworthy or not. The solution in [352] rates the privacy
risks associated with applications using an SVM classifier.
The results show that over 90% accuracy can be achieved
in identifying privacy risks. The use of ML to analyze the
privacy risks posed by mobile applications has been taken into
consideration in [353]. Modern ML techniques can assist in
identifying sensitive information when sharing data, enabling
users to protect their personal information effectively. In [354],
an ML model is proposed, capable of classifying photos based
on the visual content features and the metadata of the images,
evaluating the sensitivity level, and making decisions consid-
ering the past choices of users. iPrivacy [355] uses ML
to automate this process. It identifies privacy-sensitive objects
in images and categorizes them accordingly. According to the
classification, iPrivacy alerts users to objects that should be
suppressed or masked before sharing due to privacy concerns.
In addition, the tool provides privacy setting recommendations
based on user preferences and shared images. In [356], an ML
method is proposed to automatically identify bystanders using
only the visual information available in an image.

Methods involving a Personal Privacy Management
Assistant aim to assist users in effectively managing and
customizing their privacy preferences in an automated way.
ML methods for privacy management can be broadly cate-
gorized into two groups: (i) privacy policy assessment and
(ii) user preference prediction and management. In the case
of software and Web applications, vendor privacy policies
are often written using complex jargon, leading many readers
to accept these policies without fully comprehending their
implications. Methods falling under the first category aid users
in making informed decisions about their privacy choices. The
authors of [357] explored the automatic detection of vague
content within privacy policies. by exploiting GANs to assess
and characterize the vagueness of sentences. Methods in the
second class take into account that each user has a different
sensitivity and preference for privacy. Early studies have found
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that users’ privacy preferences are related to some statistical
and environmental parameters, e.g., the context of applica-
tions [358], [359]. ML can predict user privacy preferences
and make privacy management decisions, as in [360] or in the
Visual Privacy Advisor [361] method.

Private data release is an important process in IIoT appli-
cations, e.g., health data from medical centers. A commonly
used mechanism for the release of private data is obfuscation
through the addition of noise to the original dataset, such as
via ML and GANs [362], [363]. The main idea behind these
approaches is that the data curator trains a deep generative
model with the original data in a differentially private manner
and then publishes the synthetic dataset generated by the
model. The data curator may also decide to publish the deep-
generative model, which may lead to an unlimited amount
of synthetic data. Thus, data analysis can be performed on
synthetic data instead of the real data of individuals to
maintain privacy. An alternative approach to generate synthetic
patient data based on GANs and autoencoders is proposed
in [364]. The performance of the proposed generative model
is also evaluated by comparing the synthetic patient records
it generates with real data. In [365], GANs are used to
generate artificial data that retain the statistical properties of
the real data while reducing the risk of information disclosure.
In [366], statistical similarity was demonstrated between the
synthetic table data generated and the original data. Finally,
we can observe that this approach is not associated with
the drawbacks associated with other traditional anonymization
methods, such as the risk of background knowledge or the
potential linkage of data to other external sources.

At the same time, ML can be used as an attack tool
in addition to being a privacy protection tool, where the
main ML attack models include re-identification attacks and
inference attacks. In re-identification attacks, the adversary
re-identifies a certain individual using images, videos, or
geolocation information. Recent advances in DL-based models
have made face recognition techniques accurate [367], [368].
In addition, simple schemes based on obfuscation no longer
work effectively [369], [370].

In inference attacks, the adversary utilizes ML classifiers
to analyze publicly available data and deduce user private
attributes, such as place of residence, occupation, hobbies, and
political views [371]. Other solutions have detected the age of
people [372] and car license plates [373] from ordinary or even
obfuscated images. To defend against these attacks, the idea
is to exploit the weaknesses and limitations of ML methods
through adversarial machine learning. These methods share
the approach of providing the ML attacking models with some
well-designed inputs called “adversarial examples” [374].
Preliminary work in [375] discovered that overlaying the
original image with imperceptible noise would lead DNNs
to misclassify it. The main reason why neural networks are
prone to negative examples is related to the linear nature of
neural networks. In [376], the space between adversaries and
DNNs itself comes from ML techniques. Adversarial examples
demonstrate transferability, which means that if they can fool
one model, they often possess the ability to deceive another
model with different parameters and architectures [375]. Based

on this idea of adversarial examples, the work in [377]
has proposed an algorithm based on a faster RCNN frame-
work that fools automatic detection in images. For medical
text, the solution in [378] generates a privacy-preserving
shareable representation for a de-identification classifier. The
work in [379] employs adversarial examples in ML systems
to prevent the identification of sensitive information from
images, while [380] enables de-identification of faces by
using adversarial perturbations. Recent work showed that
by changing only one pixel, it was possible to fool the
DL algorithms [381]. The perturbation exploits differential
evolution (DE) and, because of the inherent features of DE,
can fool more types of DL models. Moreover, the authors
of [37] proposed a Federated Blending model, called F-BIDS,
in order to further protect the privacy of existing ML-
based IDS. In contrast to the classical FL approaches, the
federated meta-classifier is trained on the meta-data (com-
posite data) instead of user-sensitive data to further enhance
privacy.

F. Lessons Learned

From the state-of-the-art methods presented to protect user
privacy in the IIoT, we can see that many attacks are possible
in IIoT applications. Given the specificity of the scenario,
WSNs pose critical challenges, the solutions of which are also
specific and detailed in Section V-C. Therefore, attention must
be paid when dealing with sensitive information to preserve
user privacy. FL is an initial attempt to preserve data privacy,
but it is unsatisfactory. To this end, this section presents a
multitude of approaches that can be used to prevent personal
data leakage and that can be combined with FL. Recent
research has proposed lightweight encryption, for example,
via differential privacy or secure multi-party computation,
and ML-assisted privacy protection to protect both models
and data. For instance, a generative neural network to create
artificial datasets is a viable approach that opens up a new area
of study for privacy protection, particularly for unstructured
data such as images and videos. Of equal importance is
the study of defense mechanisms against ML-based privacy
attacks. Although this area is still in its early stages, it is
expected to fly in the future, given the widespread use of AI
techniques in next-generation networks. The current standard
technique in this field is adversarial examples/perturbations.
In conclusion, we believe that the study of attack techniques
will facilitate the development of more sophisticated defensive
mechanisms.

VI. CHALLENGES AND FUTURE DIRECTIONS

As discussed above, IIoT networks play an increasingly
significant role in our lives in the presence of many applica-
tions. Despite its advantages, IIoT network development still
faces some critical problems related to security and privacy.
Furthermore, it also faces some research challenges in terms
of resource management, fairness issues, economic issues, and
IIoT in future wireless networks that need to be considered.
Here, we further analyze and provide several possible solutions
to these challenges.
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A. Resource Management in IIoT

The convergence of future IIoT networks will face chal-
lenges to not only IoT network deployments but also ML
models. From this perspective, we find that the following
issues need to be carefully considered.

Heterogeneity: There is a wide range of IoT systems (e.g.,
WSN, smart homes, industrial factories, remote healthcare,
intelligent transport, smart city, smart grid, smart agricul-
ture, etc.) and each consists of distinct IoT components
with different processing capabilities, storage capacities, and
power requirements. Therefore, it is necessary to standard-
ize the resource management protocol in such networks
to meet various requirements. In response to that, sev-
eral protocols are now available for IoT devices, such
as IPv6 over low-power wireless personal area networks,
REST environments restricted by the IETF, restricted appli-
cation protocol, and protocol mappings [382]. However, it
is a fact that these current protocols are independent of
each other and add complexity to resource-constrained IoT
devices. Thus, new resource management solutions should
be able to ensure interoperability with different devices and
protocols.

Scalability: IIoT networks are projected to grow signifi-
cantly in the coming years, which drives not only the massive
proliferation of intelligent IoT devices/users/applications, but
also large amounts of non-IID data. In order to handle
these issues, the introduction of new types of integrated
learning frameworks must have scalable features in response
to different deployment scenarios. FedLab, a lightweight
open-source framework based on FL algorithm effectiveness
and communication efficiency, was proposed in [383] with
the ability to add functional modules, such as unsuper-
vised learning, semi-supervised learning, transfer learning,
etc.

Dynamic Nature: IoT networks are dynamic since appa-
ratuses join and leave the network frequently. Therefore,
management solutions must be able to adapt to these changes
and ensure the efficient use of all resources. Possible is to use
token-based authentication [186], [187].

Security: IoT devices are frequently susceptible to attacks,
and thus, current efforts are focused on deploying learning
models on the device to perform multiple tasks: classification,
detection, and data encryption. As IoT devices have limited
resource capabilities, the use of these solutions can lead
to data synchronization delays and high power consumption
during learning/training tasks. To address these issues, opti-
mizing/developing and realizing cooperative learning models
and/or incorporating BCT becomes a possible solution [384].
Adopting one of the four cryptographic techniques applied in
ISO/IEC 29192 [237] combined with a lightweight learning
model during data encryption [239] is beneficial to enhance
user information security and privacy during the aggregation
process of encryption and authentication attributes into IoT
data. Furthermore, dividing IoT data into hard and homomor-
phic verifiable tags and verifying them through blockchain
transactions is also essential to prevent the cloud event of
hardware or software damage.

B. Learning Model Design in IIoT

Exploiting secure learning frameworks for IoT networks
is a pivotal mission. However, the participation of different
applications and network scales leads to different requirements
in designing the complexity and memory of the learning mod-
els. Modern ML methods, such as DNNs, demand advanced
hardware solutions such as high-power graphic processing
units and tensor process units, particularly when dealing with
high-dimensional data, large-size inputs, and low-latency con-
straints. Without these hardware solutions, achieving optimal
performance and accuracy in ML tasks can be challenging.
Thus, building lightweight learning models is a critical task
for future IIoTs.

To hit this goal, we recognize that three following factors
should be taken into account when deploying learning models
for future IIoT networks:

• Model size: This refers to the amount of memory or stor-
age used in terms of bytes, kilobytes, or megabytes. The
size of the model determines the load time, transmission
cost, and energy consumption of the model needed to
complete the learning process. Thus, reducing the size
of the model leads to reduced memory or storage costs
while improving the efficiency and portability of the
model.

• Model complexity: This factor showcases the amount
of computation or arithmetic operations that the model
performs, such as floating-point operations, multiply-
accumulate operations, or tera operations per second.
Thus, a lower model complexity can reduce the compu-
tational burden and improve the speed and performance
of the model.

• Model accuracy: This factor is the cornerstone of a
model’s success in completing a given task or dataset
while determining its confidence and usability. Model
accuracy can be evaluated using metrics such as accuracy,
precision, recall, F1-score, or mean average precision.

It is evident that there is a trade-off between the factors
mentioned above. While increasing the model size can help
the learning model execute faster, it also leads to higher
computational costs. Similarly, to attain high accuracy in the
learning model, one needs both a larger model size and a
complex learning algorithm. Until now, there has been no
universal standard for so-called lightweight learning models.
Nevertheless, there are some possible criteria to reduce the
model size and complexity for lightweight ML models.

1) Using the quantization technique can reduce the
precision or bit-width of the model parameters, such as
weights and activations, from floating-point numbers to
integers or binary numbers. This yields a smaller usage
of the memory and computation requirements for the
model, as well as the data transmission cost [385].

2) Using the pruning technique can eliminate redundant or
insignificant parameters of a model, such as weights or
neurons, that are of low importance and contribute to
the overall output of the model. This can significantly
reduce the size and complexity of the model, and
overfit [386].
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3) Using a compression technique, such as coding, cluster-
ing, or hashing, can reduce the model size or complexity
by exploiting the redundancy or similarity in the model
parameters. This can reduce the memory and storage
overhead, as well as the cost of data transmission [387].

4) The use of a distillation technique helps transfer the
knowledge or functionality of a large or complex model
(teacher) to a small or simple model (student), by
training the student model to mimic the output or
behavior of the teacher model. This reduces the size and
complexity of the model while preserving the accuracy
or performance of the model [388].

5) Using the hyper-parameter tuning optimization
approaches enables us to obtain the best possible model
architecture for a given task or dataset, including the
ideal number of layers, neurons, or connections that
can achieve the optimal balance between model size,
complexity, and accuracy. This approach can reduce the
size and complexity of the model while simultaneously
increasing its performance and efficiency [389].

C. Fairness in IIoT

The interplay between large-scale IoT, cloud demand,
emerging learning solutions, and BCT has also raised another
challenge related to fairness issues.

First, ensuring that each IoT device, application, or user
receives a fair portion of communication resources (e.g., com-
puting capacity, storage, energy, and bandwidth) is a critical
task but challenging due to numerous factors (i.e., infras-
tructure, communication protocols, goals, network restrictions,
and management policies) [390]. To address this problem, a
possible solution is to distribute decision-making resources to
the edge network while considering the use of the FL method
and decentralized BCT [391].

Second, the collection of inefficient IoT data can lead to
uncertain predictions, faulty decisions, or biases. Especially
in e-health applications, even small gender-imbalanced patient
datasets can result in misdiagnosis or improper treatment
suggestions. Therefore, the development of a fairness-aware
learning process is a critical task and there are some possible
solutions as follows:

• Data augmentation: Generate new data from existing data
by employing transformations (i.e., rotation, scaling, or
flipping) to expand the size of the dataset as well as their
diversity, potentially improving its balance [392].

• Data weighting: Each dataset requires the assignment
of weights to distinct samples in order to balance the
spread of characteristics, features, and classes by using
techniques such as oversampling or undersampling [393].

• Transfer learning: To narrow the consequences of data
imbalance on the learning process, knowledge models
must be transferred from pre-trained models to new ones,
such as learning from a smaller and more balanced
dataset [394].

• Fairness metrics: Use metrics such as equal opportunity
or disparate impact to measure the fairness of the model
predictions, thus guiding the selection of appropriate
learning techniques [395].

Thirdly, the consensus blockchain mechanism used to solve
the trust and security issues in IIoT data sharing often creates a
significant disparity in computing power as well as the diverse
requirements of IIoT applications, posing two fairness factors:

• Mining: IoT nodes/devices may not have an equal oppor-
tunity to announce a new block compared to edge/cloud
nodes due to limited resources and computing ability.
Additionally, selfish mining attacks from edge/cloud
nodes could result in unfairness in the mining process.

• Transaction processing: IIoT applications may need to
ensure fair transaction processing, which involves pack-
ing transactions in a desired order, such as first-in-first-out
or prioritizing transactions with the highest fees.

To address these concerns, a potential solution is to adopt
FruitChain’s characteristics and perform a probability anal-
ysis of transaction processing effectiveness while using an
Euclidean distance-based measure to assess fairness [396].

Lastly, the centralized approach for data-intensive appli-
cations lacks marketing fairness for IoT users (who sell
their data) and third-party buyers. To deal with such chal-
lenges, a possible solution in [397] suggested three steps:
1) Establish a set of supervising nodes to form an efficient
consortium blockchain that acts as a transparent and trusted
“controller” for cloud-based data marketing; 2) Manage
anonymous logins for data owners using distributed and open-
threshold release of credentials to ensure confidentiality and
privacy; and 3) Provide financial incentives and succinct
“commitments” of reliable behavior based on the on/off-chain
communication among the data owner, third party, and cloud
server.

D. Economic Issues in IIoT

Another possible challenge is the economic issues in IIoT
networks. The first issue is the cost associated with “deploying
and maintaining the infrastructure”. This includes the costs
related to hardware installation (e.g., sensors, gateways and
other devices), software, and connectivity [398]. In addition,
when the network evolves into a larger scale or complex
environment, it also requires considerable expenditures to
keep the network operational for an extended period of
time. Additionally, automating many routine tasks by learning
solutions may result in job displacement or replacement, which
can have a negative impact on the workforce, especially in
industries [407]. The second issue is the cost of security. The
risk of cyber attacks and data breaches increases in tandem
with an increasing number of connected devices [399]. To
provide a robust security mechanism, additional investment
in infrastructure can increase the cost of learning, train-
ing, testing, and operating new learning frameworks. The
third issue is data ownership and privacy. The massive
sharing of IoT data generated by the IIoT network among
different entities increases the need for efficient manage-
ment mechanisms to control data ownership and protect
sensitive user information [247]. The fourth issue is the
standards and interoperability. As intelligent IoT networks
involve many different devices and technologies, a unified
standard [400] to ensure that these devices can communicate
with each other effectively; otherwise, the development and
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TABLE VII
SUMMARY OF CHALLENGES AND FUTURE DIRECTIONS FOR IIOT

[391]

adoption of intelligent IoT networks could be slowed or
hindered [408].

E. IIoT in Future Networks

IIoT is critical in enabling numerous intelligent services and
applications in several vertical domains. However, continuous

advances in AI techniques and IoT technologies require
that IIoT be further investigated in future 6G networks,
particularly IIoT integration with new technologies and com-
puting paradigms in 6G systems. “Metaverse”, a livened
picture of potential AI visions in wireless communication
networks [409], has recently received considerable attention
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in standardizing the future and advanced mobile network
of 5G [410]. It drives the sustainable evolution of edge
intelligence and infrastructure layers [411] and presents
environmentally friendly networking solutions within the
Metaverse [412]. Nevertheless, all these works share a com-
mon aspect, which is the rising privacy concerns related
to the utilization of collected user data characteristics for
personalized advertising. These characteristics include facial
features, eye movements, voice patterns, and other biometric
information, along with real-time location and environmen-
tal data. In particular, new hardware designs for accessing
Metaverse environments generate new security challenges,
for example, extracting/tracing users’ fingerprints to forge
passwords. To cope with such problems, “Generative AI”,
also known as AI-generated content, has recently been rec-
ognized as a particularly efficient approach to detect cyber
threats in 6G-allowed IoT networks with the combination of
transformer-based model [402] and DL model [403] as well
as the Ethereum blockchain with RNN model [401]. However,
these current methods still consume a significant amount of
time and energy to achieve an overall detection accuracy of
around 95%, indicating the effectiveness of Generative AI in
real-world applications.

F. Model Drift in IIoT Networks

The evolving and dynamic nature of the data streams
within the IIoT ecosystem inherently produces unpredictable
behaviors at various levels of urban equipment and devices.
This unpredictability is mainly due to concept drift, a phe-
nomenon that was first identified by Schlimmer et al. in
1986 [413]. Concept drift reflects the inevitable changes in
the statistical distributions of IoT data streams, which can be
triggered by natural processes like the gradual wear and tear of
urban infrastructure, or by unnatural events such as equipment
failures or security breaches. Such changes challenge the
static nature of traditional predictive models, as the ground
truth on which these models were initially trained gradually
becomes misaligned with new data. This misalignment leads to
a reduced statistical similarity between historical data streams
and current observations, necessitating adjustments in the
models’ classification and clustering boundaries to accommo-
date the dynamic, non-static nature of IoT environments.

Addressing these challenges necessitates the adoption of
advanced methodologies, such as online learning, ensemble
learning, and adaptive ML techniques [414]. Online learning
algorithms, characterized by their ability to continuously
assimilate and adapt to new data, offer a robust solution to
the mutable patterns observed within IIoT environments [404].
These algorithms proactively adjust to emerging data trends,
thus efficiently counteracting the effects of concept drift.
Furthermore, ensemble learning strategies have been identified
as particularly effective in managing concept drift [415]. By
dynamically modifying the composition of the ensemble in
response to changing data landscapes, these methods improve
the resilience of the model [405]. Moreover, adaptive ML
techniques, also known as machine unlearning, enable the
selective removal or “forgetting” of data that may no longer be

relevant or that could introduce biases or vulnerabilities [406].
In addition, if data-sharing agreements change, it enables
network operators to selectively remove the influence of
their data. Therefore, the machine unlearning approach not
only helps maintain the model’s accuracy and relevance in
the face of non-stationary data but also enhances privacy
and security by allowing for the dynamic adjustment of the
model to exclude potentially compromised data. Together,
these strategies underscore a forward-thinking approach to
maintaining the accuracy and reliability of predictive models
in the face of the inherent variability of the IIoT.

VII. CONCLUSION

In this article, we conducted a comprehensive survey on
the convergence of IoT and AI through an extensive inves-
tigation of the applications, security, and privacy issues of
IIoT. A number of important application domains have been
presented and analyzed, including IIoT-based smart healthcare,
IIoT-based smart grid, IIoT-based smart transportation, and
IIoT-based smart industry. We have then discussed several
crucial security issues existing in IIoT systems and applica-
tions, from network attacks and confidentiality to integrity and
intrusion. In addition, privacy concerns have been considered
and investigated in three main domains, namely, data privacy
leakage, location privacy leakage, and model privacy leakage.
The lessons learned from our holistic discussion have been
also summarized and provided. Several interesting research
challenges have been identified in IIoT, along with potential
solutions to stimulate further research in the interesting area
of IIoT.
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